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Abstract 
 
 Our project was aimed to increase the efficiency of the NSF’s Scholarship for Service 
(SFS) program in matching graduates of the program with Federal agencies looking for 
information assurance and computer security personnel. The SFS is a program aimed to 
increase the number of qualified computer security and information assurance personnel 
applying to Federal agencies. We gathered an inventory of knowledge, skills, & abilities 
(KSAs) related to information assurance and computer security, developed categories from 
them, and formed a matrix structure. Once completely populated, the matrix will provide a 
means to guide SFS students to agencies where their KSAs will be used most completely, 
and allow Principal Investigators to provide more effective guidance to students. 
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Executive Summary 
 
 The National Science Foundation’s Scholarship for Service Program aims to increase 
the number of qualified computer security and information assurance personnel applying to 
Federal agencies. It provides financial assistance to students at universities with approved 
computer security curricula. In exchange, students must agree to work in a Federal agency 
for an amount of time equivalent to the length of their scholarship.  
The purpose of this study is to improve the efficiency of the matching process 
between government agencies and graduates participating in the National Science 
Foundation’s Scholarship for Service (SFS) program. The program currently boasts a greater 
than 90% placement rate due to the hard work of talented professionals involved with the 
project; however, with increasing numbers of graduates, this task becomes more and more 
difficult. Our main project objectives are described below: 
 
• Assemble an inventory of Knowledge, Skills, & Abilities (KSAs) 
• Define KSA categories & subcategories 
• Develop a consensus on the categories within the SFS community 
• Develop a matrix structure that can be populated by academia and agencies to 
demonstrate concentration comparisons 
 
We assembled our initial KSA inventory by researching the requirements for current 
IT job openings within Federal agencies, curriculum topics within university majors related 
to computer security and information assurance, and resumes of students of the SFS program 
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that were accepted into agency positions. The information from this was organized into 
spreadsheets to be further categorized. We collected this data from about 25 of 30 
universities. This information will be responsible for ultimately deciding which graduates 
should seek jobs at which agency or as which type of position. 
Due to the magnitude and variety of KSAs we found, we decided that it would be 
easiest to use our research and the expertise of professionals in the field to create a 
categorization of KSAs that could eventually be used to form the structure of our matrix. 
Through our research and communication with key members of the SFS community, we 
identified three broad categories which we felt reflected the different core focuses of the 
KSAs. Those three broad categories were technical, managerial and policy-oriented. We 
presented these three main areas to a focus group of SFS representatives from universities 
and agencies and requested that they confirm those as valid main areas of focus and then 
provide us with their perception of the subcategories within those areas. We then used this to 
create subcategories of our own that seemed to reflect the data we had already acquired. 
Having received the responses from the focus group in conjunction with our own research we 
developed a general composition for the subcategories of the three main focus areas.  
Our final step consisted of developing a way to show the categories and 
concentrations and relating the academic institutions to the agencies with that mechanism. 
Our original intent was to create a fully populated matrix of all the universities and a large 
portion of the Federal agencies involved with the SFS program. However, our research 
indicated that the matrix for all universities and agencies would take an extensive amount of 
time to complete. Since this was not feasible in the time available, we used the categorization 
to create a matrix structure.  
 v 
One of our most significant results was the grouping of computer security and 
information assurance KSAs into the three broad categories: technical, policy, and 
management. This provided a starting point from which we could identify subcategories with 
the help of key SFS personnel. 
 Through our own research we were able to determine an approximate image of what 
types of positions the graduates of universities are fit for. Almost all universities focus 
primarily on the technological aspect of computer security; only a few have programs that 
focus on management and policy. From this we ascertained that students might have a lack of 
understanding due to this academic focus barrier; they need to be informed of all of the job 
opportunities. 
Our major result was the consensus of the KSA categories which will be essential to 
filling in the matrix structure we introduced. We also realized through our studies that 
terminology is a major hindrance for students who are not accustomed to the language used 
in Federal agencies. We also have a master list of job requirements and university KSAs that 
could prove to be useful in furthering this project. 
We hope that the results of this project will help to improve the efficiency of the 
matching process of the SFS program. Though we realize that our final product does not have 
universal application at this time, we believe it could provide a useful starting point in 
creating a more complete, fully populated matrix that can be utilized by the entire SFS 
community. 
We recommend that the matrix KSAs go through further consensus within a larger 
number of PIs and agency representatives than our initial focus group. After it’s completion 
it should be placed in one general location so that it can be edited periodically. Because the 
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Office of Personnel Management is responsible for much of the Federal job organization and 
coordination, they would be ideal to hold and manage the matrix.  
It is also advisable that PIs and students become consistent regarding terminology 
used in the computer security fields to match that of the language used within Federal 
agencies. Coordination with agency representatives and reports or literature distribution can 
help connect the students to Federal job world through the PIs. PIs can also set up a resume 
template for SFS graduates in effort to exactly match the graduates' strengths with Federal 
job positions. 
A summer seminar is in the works for SFS students. We think this would be an 
excellent time for students to be educated on Federal jobs, language and terminology. 
Agency representatives could talk about what problems the government deals with and works 
to prevent regularly. Also, representatives from certification bodies could provide input on 
their professional experience. They could, in exchange, use the opportunity to talk for a small 
bit about their certification(s). 
Our final recommendation is that all SFS universities unify their own language and 
terminology in accordance with that used by Federal agencies. This, however, would be 
extremely difficult due to the amount of work required on the part of the SFS universities. 
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1.0: INTRODUCTION 
 
 One of the major concerns of the United States is digital information and 
computer security. Our government’s ability to ensure the security of its computer 
infrastructure is vital to the safety and security of our citizens. Personnel at government 
agencies such as the Department of Defense, the National Security Agency and the 
Federal Bureau of Investigation must have the capabilities required to ensure the security 
and safety of the information that they hold. As the information these agencies control 
becomes more expansive and their electronic networks reach through more pathways in 
greater depth new vulnerabilities appear that need to be closed through new methods of 
managing information systems. 
There is a great demand for personnel in the computer security and information 
assurance careers in the United States. Results from studies suggest that the number of 
computer security positions will be greater than the employees provided to fill those 
positions (Kudrick et al, 2006). Academic institutions prepare students as well as they 
can to enter the careers in computer security and information assurance. As technology 
has progressed over the years, employees working with computers have had to become 
specialists in certain areas due to the many different ways of handling electronic 
information systems. As a result, different agencies need not only graduates who are 
proficient in their study but also who have been provided with the special knowledge, 
skills and abilities (KSAs) that they need. The discrepancies between the skill description 
of graduates of colleges and universities and the requirements for computer security jobs 
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of certain agencies reduce the efficiency of agencies at identifying graduate students who 
fit the position. 
The key to providing personnel with the KSAs that agencies want in their 
employees is making sure the curriculums of the colleges and universities reflect the 
KSA requirements of the agencies. The National Science Foundation (NSF) has taken 
great strides in this area with their Scholarship for Service (SFS) program, which 
provides financial assistance to students at universities with approved computer security 
curricula. Many knowledgeable academic professionals have conducted research towards 
this subject to establish new courses, modify or strengthen curricula or critique the 
government’s current level of support. 
Many have attempted to define what the focus of a successful computer security 
program should be. A problem in developing a fixed curriculum may be that computer 
security and information assurance programs are not provided with the guidance of a 
cohesive common body of knowledge, which is what many professionals believe must 
exist before a productive security system can be put into practice (Crowley, 251). While 
attempts to provide some structure to developing a curriculum for computer security and 
information assurance have had some success, they do not always meet the KSA needs of 
the agencies. Even though university curriculum is approved by the NSF to enter into the 
SFS program, some degree of variation from school to school remains. There seems to be 
no general consensus on how computer security and information assurance should be 
appropriately integrated into the common curricula of universities. Different universities 
may have different focuses in their curricula. This means that agencies cannot recruit 
graduates from all universities in the program and expect graduates to have the same 
 3 
concentrations. Thus the only way to ensure agencies are receiving the most equipped 
personnel and students are being matched to the most ideal job position is to provide a 
means for the Principal Investigators (PIs) of the SFS universities and SFS students to 
compare and contrast the KSA requirements and focuses of each university and agency.      
The goal of our project was to increase the efficiency of the matching process in 
which recipients of SFS scholarships are hired by Federal agencies. We developed a 
matrix intended to correlate the KSAs that agencies are looking for and those that 
university graduates are being equipped with. There are roughly 30 colleges and 
universities in the SFS program. We focused on these 30 academic institutions along as 
well as government agencies that needed computer security and information assurance 
job positions to be filled. Emails to a focus group of PIs and Federal agency 
representatives were also sent for a consensus on broad KSA categories and 
subcategories. A prototype matrix structure was also developed to be filled in upon 
further KSA consensus between the agencies and SFS PIs. This proposed matrix allows 
universities to make recommendations to their students and students to decide where their 
skills will be most useful. We have also provided suggestions on possible seminars or 
symposiums the NSF might use to support to supplement students’ course work and 
address additional agency needs. 
 4 
2.0: BACKGROUND 
 
Within the past decade our nation has experienced a phenomenal increase in the 
rate of technological advances. With new convenient methods of storing, managing and 
connecting data digitally comes a new threat to the security of that data. As time passes, 
more and more information stored is vulnerable to a variety of dangers ranging from 
hackers to computer viruses. As this technology proves itself more and more useful, our 
industry and our government have come to rely on it, but as computer security 
professionals are discovering, with our quick resolve to advance our methods of 
information management the security mechanisms necessary to defend this data securely 
are not being implemented fast enough. 
Although the rate of criminal cyber activity has climbed there are limited 
resources to fight against this threat within both private and public networks (Spafford, 
2000). The concern increases as more risk presents itself to personal computers, 
businesses and our government. National security is not exempt from digital dangers. In 
the modern era where terrorism is a threat, the safety of digital information needs to be 
assured. Executive Order 13010, administered on July 15, 1996 by President Clinton, 
declared that certain “national infrastructures are so vital that their incapacity or 
destruction {by either physical or cyber attack} would have debilitating impact on the 
defense or economic security of the United States.” The executive order outlined eight 
types of critical infrastructures: telecommunications, electrical power systems, gas and oil 
storage and distribution, banking and finance, transportation, water supply systems, 
emergency services (including medical, police, fire and rescue), and the continuity of 
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government (Yurcik, 2000). The demand for more people educated in the area of 
computer security is being recognized now that almost all businesses are supported by 
electronic networks. The NSF is one government organization that recognizes this and 
has taken to action with its “Scholarship for Service” program. 
 
2.1: The Contribution of the NSF’s Scholarship Program 
 
The National Science Foundation’s (NSF’s) Division of Undergraduate Education 
(DUE) focuses on undergraduate education through three tracks: adaptation and 
implementation of exemplary materials, laboratory experiences and educational practices, 
and national dissemination and educational materials development which is what our 
project is most closely associated with (Sheppard, 2000). The NSF realizes that as the 
United States becomes more technologically and computer oriented, the need for 
personnel in computer security and information assurance becomes more severe. The 
Federal Cyber Service: Scholarship for Service (SFS) program, run by the DUE of the 
NSF, aims to increase the number of graduating students looking into a career in 
information assurance and computer security.  The SFS program has two different tracks: 
the Scholarship Track and the Capacity Building Track.  The former aims to fund 
colleges and universities to provide an opportunity to students to receive scholarships in 
computer security and information assurance (Federal Cyber Service: Scholarship for 
Service, 2006).  Recipients of the scholarship must participate in an internship at any 
government agency based in information assurance and computer security.  They must 
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also work at one of these agencies upon graduating.  “The Capacity Building Track 
provides funds to colleges and universities to improve the quality and increase the 
production of information assurance and computer security professionals.” (Federal 
Cyber Service: Scholarship for Service, 2006).  Below we discuss the SFS program along 
with past solutions to solve the problems with this program.  
This program, while growing in size, is still relatively small. As of 2003, it was 
expected that there would only be 350 graduates of the program by 2005 (Student 
Placement Issues: Exploration of the Solution Space, 2003). The NSF is working in 
conjunction with a marketing company to help increase visibility of the SFS program, 
and the Principal Investigators (PIs) are productively developing relationships with 
agency officials. As a result, the SFS program currently boasts a better than 90% 
placement rate after graduation (Student Placement Issues: Exploration of the Solution 
Space, 2003), and the stated goal of the program is a placement rate of as close to 100% 
as possible (Federal Cyber Service: Scholarship for Service, 2006). This is excellent in 
that it aims for as many of the graduates as possible available to agencies in need while 
promoting participation by applicants who may harbor fears of a tight job market. It 
ensures that government agencies receive willing and enthusiastic workers, as the 
students participating in the program are selected partially on their initial motivation and 
desire to use their abilities to assist Federal government’s needs (Student Placement 
Issues: Exploration of the Solution Space, 2003). While students must search on their 
own for jobs that need the concentration of their abilities, the SFS program, with the help 
of the U.S. Office of Personnel Management (OPM), offers a great deal of assistance and 
a number of tools to aid students (Federal Cyber Service: Scholarship for Service, 2006).  
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Funding is available to aid institutions in the development of information 
assurance and computer security curricula so long as they adhere to the general 
guidelines: providing for programs that effectively teach IA and computer security as 
well as strengthening partnerships between universities, private companies and other 
organizations that are of concern to data networks (Federal Cyber Service: Scholarship 
for Service, 2006). 
In order for a university to be applicable for the SFS program, they must first be 
designated by the NSA and the Department of Homeland Security (DHS) as a Center for 
Academic Excellence in Information Assurance Education (CAEIAE) (Kudrick et al, 
2006). Universities designated as CAEIAE must meet rigorous standards within the 
school as a whole, and with their information assurance curricula that the NSA and DHS 
believe are integral to such a program. This status, which must be renewed every five 
years, entitles universities to apply not only for the SFS program, but also several other 
scholarships, and grants them formal recognition by the Federal government. The 
conditions for CAEIAE designation are derived from National Security 
Telecommunications and Information System Security Committee (NSTISSC) training 
standards (National Security Agency/Central Security Service, 2006). 
 The NSTISSC was a committee created in 1990 to develop policy regarding 
national information assurance and computer security and run by the NSA. In 2001 it was 
renamed the Committee on National Security Systems (CNSS) under Executive Order 
13231. It deals with national security systems, information systems run by the Federal 
government containing classified information (CNSS, 2006). 
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2.2: Facing the Problems 
 
Currently, there are 13 different agencies providing support for US government 
funding and research in computer security (Paulson, 2002). Two important agencies 
involved in its support are the National Science Foundation (NSF) and the Defense 
Advanced Research Projects Agency. To deal with the issue of information assurance 
(IA) the 1987 Computer Security Act gave the National Institute for Standards and 
Technology (NIST) the responsibility over unclassified telecommunications systems and 
the NSF responsibility over classified systems (Crowley, 2003). In order for security to 
be supported properly and treated as a real concern, unified funding for research in the 
subject is necessary to reduce the possibility that support will not be misplaced into a 
project that doesn’t give useful results (Paulson, 2002). 
Terry Benzel, the Vice President of Advanced Security Research at Network 
Associates, claims that there exists significant funding towards computer security 
research, but it is difficult to determine where it is going (Paulson, 2002). Whether or not 
the problem truly is a lack of organization as Benzel suggests or a lack of funding itself, 
the general consensus of private industries, universities and government agencies is that 
there is not enough funding going towards research. William A. Wulf, a professor at the 
University of Virginia and the president of the National Academy of Engineering (NAE) 
claims that the government community in charge of understanding and acting upon 
matters of security is conservative and therefore fails to see the convincing evidence to 
increase funding (Paulson,2002). As network security vulnerabilities become more 
apparent, most importantly within government agencies, new ideas will need to be 
 9 
implemented to protect against current and future attacks instead of just new simple 
security mechanisms developed to stop problems that show themselves. 
Certain laws currently legislating over information assurance have the potential to 
apply unfortunate side effects that limit progress on research. The Digital Millennium 
Copyright Act requires researchers to get permission from copyright holders before 
studying software and hardware system vulnerabilities (Paulson, 2002). In most fields a 
strong promoting factor within research is the ability of the researchers to discuss and 
share their developments and discoveries with other fellow researchers. Regarding 
computer security however, there are a number of legal restrictions preventing this. There 
are many civil cases concerning issues related to information assurance that have 
produced legislation such as the Health Insurance Portability and Accountability Act 
(HIPAA) to help address public concerns that personal knowledge or data is at risk of 
getting into the wrong hands (Crowley, 2003). Laws regarding computer security have 
numerous parameters that require consideration and thus it is somewhat difficult to keep 
track of possible unintended consequences. Because there are many civil cases about this 
issue all handled by many judges with different views and levels of understanding of 
computer security, what is and is not legitimate about IA changes on a fairly regular 
basis. 
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2.3: Knowledge, Skills, and Abilities 
2.3.1: Theory & Application 
 
Most industries, as well as the public in general, that rely on digital networks are 
operating under the assumption that constructing strong security is not necessary until the 
threat shows itself to be real. Eugene Spafford, the director of the Center for Education 
and Research in Information Assurance and Technology at Purdue University, has said 
that, “The whole area of information security and assurance has been saddled with a sort 
of insurance view: You don’t need it until something goes wrong. It’s difficult to sustain 
an investment in,” (Paulson, 2002). For those companies that are aware of the dangers of 
security breaches, they are restrained by problems stemming from the academic 
institutions; students are not prepared well enough for problems in the real world. Private 
companies, due to the rapid rate at which vulnerabilities spawn, seek graduates who are 
not only knowledgeable about computer security but more importantly are able to apply 
the knowledge to current and new systems; they desire productivity just as much as they 
desire knowledge. 
Jeff Hunker, the senior director for infrastructure protection at the National 
Security Counsel, said at the National Colloquium for Information Systems Security 
Education in 2000 that, “There is no more important part in our national agenda for 
protecting our information systems than education.” (Yurcik, 2000). The 1991 
Association for Computing Machinery’s undergraduate curricula in computing defines 
information systems security as: “The ability of software and hardware systems to 
respond appropriately to and defend themselves against inappropriate and unanticipated 
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requests; and the ability of the computer installation to withstand catastrophic events …” 
(Steele, 2004). In order for academia to keep up with the knowledge necessary to prepare 
their students for conquering the computer security problems in the real world, 
information systems professionals coordinate with universities, as well as private 
corporations, to keep up to date on new technologies and security issues. Unfortunately, 
due to the rate of new technology, researchers have said that doing this is quite difficult, 
so much that the computer security knowledge provided to students by academic 
institutions is not up to par with what society needs in that area.  
It is becoming apparent that in this day and age being ready to adapt to new 
technology and new security tactics is becoming a necessary ability that students will 
need in addition to the standard knowledge, skills and abilities to deal with the current 
technology. There has always been debate in this area as to whether teaching and 
knowledge or training and skills are more important (Steele, 2004). Technology is 
advancing at such a rate that the security problems aren’t involved so much in the 
complicated scientific depth of the electronic systems but rather in the vulnerabilities that 
evidently come along with the complications and expansion of electronic networks. 
Students still need to be taught the level of knowledge currently expected of them in most 
curricula but they need the capability to be dynamic in problem solving. Also, students 
not only need to be able to apply the knowledge they learn to current and new systems, 
but they must be competent in managing the security of systems through organization, 
have an understanding of customer service, and be able to coordinate with their 
companies as well as law enforcement.  Students should be seasoned in real-world 
situations as a part of information systems curricula. 
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2.3.2: The Current Resources Working with KSAs 
 
Materials to help secure networks by providing guidelines for system protection 
are available to businesses. Many industries such as AT&T follow what is known as the 
“Orange Book,” administered by the US Department of Defense entitled Trusted 
Computer System Evaluation Criteria (Paulson, 2002). However, Steven Bellovin, a 
Fellow at AT&T, says that the method described in this book is too outdated and does not 
provide adequate requirements for protecting networks against the vulnerabilities at the 
peripherals of their systems (Paulson, 2002). While this is obviously unacceptable for our 
technologically advancing systems what is truly unfortunate is that there does not exist a 
good place to look for solid computer security methods.  
The Common Body of Knowledge (CBK) for computer security and information 
assurance is drawn from multiple different sources, making it slightly less cohesive than 
the CBKs for computer science or engineering. The International Information Systems 
Security Certifications Consortium, Inc. has developed a CBK not for computer security 
specifically but for Information Systems Security Certification which can satisfy needs 
for the security needs in information assurance (Crowley, 2003). 
 
2.4: All Eyes on Academia 
2.4.1: Graduate Quantity and Quality 
 
The academic field is also realizing that there are too few students that have 
sufficient knowledge in computer security. Most students will only learn about computer 
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security in a section of one of their computer science or engineering courses, and the 
knowledge provided to them is usually only theory that is often too abstract to be used 
practically and effectively.  
While students may be few in number, it is also true that there are not enough 
professionals to teach the knowledge to students as well. Because there is a lack of 
faculty in the education and research field it is difficult to significantly increase the 
number of students graduating from that field. The lack of both students and 
professionals in this field makes for a detrimental cycle in the advancement of computer 
security education. From 1992 to 1997, out of approximately 5500 PhDs awarded in 
computer science and engineering, only 16 of them were for computer security (Yurcik, 
2000). A study was conducted by Eugene Spafford, in which 24 respondents of 29 
universities awarded PhDs to a total of 23 students for network-security research during 
the three years the study was conducted, starting in early 2002. Spafford claims that the 
main reason for the less-than-adequate university security education is the tendency for 
graduates to seek employment in the private sector before completing their advanced 
degrees (Paulson, 2002). It is also evident that computer security programs are usually for 
graduates only; so many concerned professionals believe that there should also be 
sufficient programs at the undergraduate level. In other countries information security has 
already been incorporated into undergraduate programs, such as by the Australian 
Computer Society (Steele, 2004). 
One of the problems that many academia professionals perceive in computer 
security and information assurance programs are that courses, that have traditionally 
geared towards such matters, focus on cryptology (Paulson, 2002). The problem with this 
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is that much of the knowledge received in such courses teaches simple mechanisms for 
simple security entities as opposed to the complex set of mechanisms that needs to be 
built into systems from the start for truly sufficient protection. 
 
2.4.2: Universities’ Variation in Efforts 
 
Information assurance is a field of research that is closely associated with 
computer security. At the University of Houston the Information Systems Security 
Specialization was developed so that students could seek their recently developed 
Masters in Project Management degree and would have the appropriate knowledge suited 
for today’s businesses and government agencies in information assurance. Although IA is 
closely associated with computer security it is different in that it is multidisciplinary and 
not solely associated with network security. It also includes aspects of psychology, 
sociology, law, computer science, computer engineering and management (Crowley, 
2003). 
 Norwich University was named one of the Centers of Academic Excellence in IA 
by the NSA and DHS. They also have an approved curriculum that follows NSTISSC 
Training Standards. The skills learned at Norwich can be used in private industry, 
government, law enforcement, the military, health services, and academia. This is a 
prominent honor in the security profession. They have guest security lectures, an 
infrastructure protection conference, an annual information assurance student 
symposium, and a weekly Special Interest Group on Security, Audit and Control meeting 
where students can talk to others who share the same interests. In the first year, students 
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take criminal law classes along with computer programming classes. The second year 
students take cyberlaw and cybercrime, cryptology, and database management, all skills 
and abilities needed for computer security and IA. As juniors, students would take 
information assurance I and II as well as two systems engineering courses.  As seniors, 
students would take network security, computer forensics, and contemporary issues 
(Norwich University, 2006).  The Norwich information assurance and computer security 
program seems well developed and involved.  There are many courses related to 
computer security and information assurance.  The KSAs that students would graduate 
with would help to place them in a job dealing with information assurance and computer 
security.  It seems as though the university has a solid structure and a well designed 
curriculum to help students enter a career in information assurance and computer 
security. 
 Kennesaw State University has created a comprehensive curriculum for 
information assurance and computer security.  The proposed curriculum provides 
“recommendations for courses, learning outcomes, proficiency levels and recommended 
labs to accompany the courses taken.” (Taylor, 2005). This curriculum is more for the 
information assurance programs rather than the computer security programs, which can 
cause a problem when trying to find a general curriculum for all security of information 
programs (Taylor, 2005). 
 
 
 
 
 16 
2.5: Useful Approaches and Experimentation 
 
One theme that seems common (e.g. Irvine 1998, Vaughn 1999) is the idea that 
computer security courses should be integrated into current computer science curricula, 
as opposed to being standalone courses. There are several reasons justifying this, not the 
least of which is the fact that computer security and information assurance encompass an 
enormous amount of material, much of which is interconnected with other topics in 
computer science. A full understanding of computer security requires a thorough 
understanding of the basics of operating systems, databases, software engineering and 
computer networks (Vaughn, 1999). While the reverse is not necessarily true, many agree 
that computer security is an important part of computer science as a whole (Irvine, 1998; 
Vaughn, 1999; Welch, 2002). Another aspect of computer security that should be 
included in the curriculum, as mentioned by Irvine and Vaughn, is ethics. This is 
apparently a frequent request of employers of information assurance professionals and, 
after consideration, does appear to be an integral part of computer security studies. This 
would allow for students’ understanding of the implications and consequences of their 
actions (Irvine, 1999), giving them a full appreciation for the broad range of effects their 
future careers can have.  
 Several approaches have been suggested for the study of information assurance. 
Cynthia E. Irvine, from the Naval Postgraduate School, asserts that the core focus of 
computer security curricula should be in designing a system that can effectively repel 
hostile attacks. This would require a broad but thorough understanding of some key 
concepts, and an ability to think logically and critically. Students should be able to define 
problems and address them effectively, with the end result of designing a security system 
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that prevents intrusion without hampering the necessary processes of the computer or 
network it protects (Irvine, 1999). Vaughn, from the Mississippi State University, also 
stresses a thorough understanding of the basics within computer science and their relation 
to computer security concepts. These concepts would then be tied together in a 
culminating course focusing specifically on computer security. 
 However, others argue (Welch, 2002; Schepens, 2002) that this theoretical study 
is not sufficient training to produce competent and effective computer security 
professionals. Practical application is necessary in order to give students a hands-on 
experience with computer security. This would serve several purposes, not the least of 
which would be to provide students with an understanding that goes beyond the 
theoretical and into the workplace. It would also give students an appreciation for the 
wide range of tools available to hackers, the difficulty of securing a complex network 
without hindering its operations, and experience that will be valuable in a professional 
setting (Welch, 2002). 
 A competition was designed by West Point which has provided interesting results. 
The Cyber Defense Exercise (CDE) is a simulation of attacks from hackers on a real 
network. However, it is conducted in a network “sandbox” (Welch, 2002), an isolated 
network which can be designed by students to specifications to repel attacks from 
simulated hackers (professionals with years of experience in computer science). This 
allowed students to experience a multitude of security techniques without the danger of 
network failure present in a real network. Students were given 10 days to set up a 
working network consisting of multiple operating systems and devise an effective 
defense. Then, over the period of a week, the students would actively defend their 
 18 
network from the attacks of the simulated hackers (Welch, 2002). This was carried out in 
much the same way as war games. 
 The results of this simulation were very interesting. It quickly became apparent 
that, despite a thorough theoretical understanding of the concepts of computer security, as 
well as many of the tools used by hackers, the students had devised largely ineffective 
security measures. However, throughout the exercise the students learned to think on 
their feet and adapt to new situations and threats as they arose (Welch, 2002). This 
indicates that the theoretical framework of a computer security curriculum is not 
sufficient training for professional work. Without a chance to apply their learning, 
students do not have a full appreciation and understanding of their book learning. The 
key to this exercise as stressed by Welch, the associate dean at the US Military Academy 
at West Point, is that it was a competition in an isolated setting where the students had to 
operate without the assistance of an instructor. This practical experience should clearly be 
considered as an integral part of any computer security curriculum. 
Alec Yasinsac, in his article entitled, “Information Security Curricula in 
Computer Science Departments: Theory and Practice,” discusses several approaches to 
information assurance and computer security and suggests some solutions that might be 
of use.  He recommends a fixed curricula following one of several formats. A focus on 
the practical aspects of computer security, at least initially, may be best; however, “these 
foci need not be terminal,” (Yasinsac, 2002) and a curriculum emphasizing practical 
focus at the start could shift to something more theoretical when appropriate. Also, there 
are several courses suggested as core to the goals of an information assurance program, 
such as Computer Security and Network Security (Yasinsac, 2002). A fixed curriculum 
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would serve the dual purpose of ensuring that agencies get employees that have the skills 
they need, while simultaneously allowing the program to easily identify whether a 
school’s training program falls within desired guidelines. This becomes increasingly 
important as the number of applicants to the Cyber Service program and the number of 
schools that sponsor it increase. 
 
2.6 NSF Study on SFS Program 
   
A recent report released by the NSF shows that the SFS program is trying to 
determine what can be improved to make sure the needs of IA personnel are met. The 
study was conducted on about 30 government agencies with concerns about computer 
security. There were three phases to implement this study.  They correspond to three 
major questions: 
 
1.  “What are the current staffing levels of information assurance/ computer 
security specialists across the Federal government?” 
2.  “What is the future need for information assurance/ computer security 
specialists across the Federal government?” 
3. “Can the increasing number of projected SFS graduates be matched with 
Federal jobs?” 
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Although this report does not fully represent our mission statement, it provides 
important insight into how government agencies view KSAs.  The study was initiated in 
2005 and is an ongoing evaluation conducted independently by the Office of Personnel 
Management.  
 Some important tables of the study pertain to our project in a particularly strong 
way.   
  
 
Figure 2.1: Rated Importance of Oversight Competencies in New Hires Among All Respondents (Kudrick et al, 2006) 
 
 
Figure 2.1 shows that most of the respondents believe that these 6 competencies 
are either very important or quite important.  It also shows that some SFS graduates have 
been trained more in certain competencies than in others.  Take for example the first 
three.  It seems that all of the respondents agree on this because they think it’s important, 
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however, the last three competencies have some disagreement.  The SFS students may 
not need to be trained in those competencies depending on what their background is. 
 
 
Figure 2.2: Related Importance of General Competencies in New Hires Among All Respondents (Kudrick et al, 2006) 
 
 
Figure 2.2 shows the general competencies that the respondents feel are important 
to incoming personnel.  Overall, there are no respondents that disagree with any of these 
competencies.  This means that all of these are important enough that over 90% of the 
respondents believe that all personnel should have an understanding of them.  It also 
shows that no matter the agency, an overwhelming percentage of the respondents agree 
that these general competencies apply. 
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Figure 2.3: Rated Importance of Technical Skills in New Hires Among All Respondents (Kudrick et al, 2006) 
  
Figure 2.3 shows the need of certain skills needed by the responding agencies.  
Most of the respondents believe that intrusion detection, penetration testing, anti-virus 
technology, and web site security are all major skills needed by personnel working in 
information assurance and computer security.  Respondents disagree slightly on the need 
of public key infrastructure, forensics, and cryptology skills.  This could be because 
certain agencies focus on a particular skill type where another will focus on some other 
skill.   
From the Needs Analysis Report, there are 5 key results described: 
 
• The need of IA specialists will increase through 2008, meaning there will 
be an increase in the amount of IA personnel hired.  This increase will not 
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be able to keep up with the SFS graduates thus opening up Federal IA 
positions. 
• Between 2006 and 2008, there will be approximately 158 SFS graduates.  
Since 50% of the graduates have been hired by the intelligence, 
legislative, and judicial organizations in the past, the report estimates that 
roughly 80 graduates may need to be placed in other Federal agencies. 
• The Chief Information Officer (CIO) predicts that non-intelligence 
organizations will need approximately 215 IA personnel every year.   
• The primary duties of new IA hires will be based more on project 
management skills and “understanding how to align Federal programs 
with the Federal Information Security Management Act.  Thus the duties 
of the new hires will be less technical than the training of the SFS 
students.   
• “SFS training does not align perfectly with the requirements of many 
Federal IA positions that SFS graduates are expected to fill.  It can be 
concluded that the SFS program is producing graduates who closely, 
though not perfectly, match Federal agencies’ needs for IA specialists.” 
(Kudrick et al, 2).  
 
From the tables and results we can see that there is a great need and demand for 
well qualified computer security and information assurance personnel.  It is important to 
note that the quality of these personnel should reflect the KSAs the agencies desire in 
their employees.  This report will help further our understanding of exactly where the 
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discrepancies are in the KSAs of the employees and the KSAs preferred by the agencies.  
It also helps because we can now focus more on the universities and see how they are 
instilling the KSAs into their students since the report focus on the agencies and what 
KSAs they would like in new personnel.  
 
2.7: E-Gov Institute Security Conference 
  
On the 15th and 16th of November our team attended an E-Gov Institute security 
conference held at the Ronald Reagan Trade Center by FCW (Federal Computer Week). 
We were asked to attend this conference as critical observers by Suzanne Young, the 
conference manager for the event. Our job was to attend the conference sessions and take 
notes on what each was about and to critique the session based on audience interaction 
and speaker performance. The form we completed for each session is included in 
Appendix C. 
 The conference gave us a good look into the computer security and information 
assurance problems that the government is currently working on or concerned with. 
Many of the conferences concerned themselves with FISMA (Federal Information 
Security Management Act) and HSPD-12 (Homeland Security Presidential Directive). 
Both of these government actions are meant to assist government agencies by making 
Federal security practices consistent and manageable. Some conferences also discussed 
upcoming technologies such as IPv6 (internet protocol) and the Microsoft Windows Vista 
operating system. All of them talked about ways in which computer security 
professionals could help make the systems that they manage more secure and how they 
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can be more prepared to deal with cyber attacks as they happen. The conference sessions 
usually consisted of a panel that gave presentations individually, some discussion 
between the panel members and questions from the audience. The speakers were usually 
from government agencies but representatives of the private sector as well as people in 
academia also participated. 
 The general issue surrounding all of the conferences was the issue of being 
prepared for and actively eliminating security problems and threats. This issue is aligned 
with the analysis that too great a percent of security work time is currently being spent on 
detecting and reporting the problems. Also consistent with the sessions was the consensus 
that most security problems are a result of insider actions, most of them unintended. 
 At the security conference we met one contact, Mischel Kwon, an SFS alumni 
who currently works at the Department of Justice. She was a speaker at Session 1-3 (see 
Appendix B for the security conference session descriptions.) While talking with one of 
them we learned that he found it very difficult to get a sense of where he should apply for 
a job though he found the SFS program to be an excellent experience. 
 The information we derived from these conference sessions has significantly 
added to our background knowledge in addition to helping us associate with and get to 
know SFS students and their influencers. We learned the viewpoints of some private 
companies working with computer security such as ChoicePoint, Microsoft and Oracle. 
The conferences also brought up examples of computer security breaches such as a case 
that occurred in the Dept. of Veteran Affairs in which an unlocked computer holding the 
personal information of many people was stolen. Another interesting thing we learned 
was the importance of privacy and security being separate.  
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2.8: Summary 
 
Because there are a limited number of graduates with concentrations in computer 
security, most security problems are resolved using simple knowledge of computer 
programming and management. Businesses train their employees to understand their 
networks and patch up problems where they are found. Current professionals claim that 
this way of establishing security is ineffective and that the only way to effectively 
establish a security structure is to deeply research computer security and create networks 
with a solid framework that has no vulnerabilities. The SFS program is helping to 
increase the amount of qualified personnel in the computer security and information 
assurance field. 
Companies must think twice about how secure their networks are before opening 
possibly vulnerable points of entry to the public. The knowledge of how to make 
networks secure from the ground up must be cultivated and students must learn to be 
ready to adapt to new technologies and manage and organize networks. The government 
agencies, private businesses and universities must all work together to successfully 
conquer this issue.  
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3.0: METHODOLOGY 
 
This project was intended to assist the NSF to more efficiently match graduates 
with knowledge in computer security and IA from the universities in their SFS program 
with the government agencies where their skills are most useful. We did this by 
collecting data concerning the knowledge, skills, and abilities (KSAs) being provided to 
students from particular colleges and universities, selected by the NSA and DHS as 
centers of academic excellence within the subject of information assurance and 
participating in the NSF Scholarship for Service program. We used this information and 
the expertise of key members of the SFS community to develop a generally accepted 
categorization and sub-categorization of KSAs. Once this process was completed, we 
created the structure of a matrix which could then be populated by universities and 
agencies to reflect their focuses and needs, and which, when completed, could be used by 
students as a tool to aid in their job search process. 
We were on site investigating select universities and agencies that our sponsor 
deemed most valuable to government agencies from October 23 until December 15, 
2006. In this chapter we will discuss some preliminary tasks needed to achieve our goal 
and talk about our objectives. Our methodology is demonstrated in Figure 3.1.  
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Figure 3.1: Methodology Flowchart 
 
We developed a set of objectives necessary to complete our goal. 
1) Assemble an inventory of KSAs 
2) Define KSA categories and subcategories 
3) Develop a consensus on the categories within the SFS community 
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4) Develop a matrix structure to demonstrate concentration comparisons 
relating to academia and agencies 
 
3.1: Inventory KSAs 
3.1.1: KSA Data and Methods within Previous Studies 
 
The NSF provided a significant quantity of information regarding the SFS 
program that had been gathered from both agencies and universities. This information 
proved to be useful to us in the development of conclusions. This report allowed us to 
gain some intellectual knowledge of core competencies and skills that agencies are 
looking for. It gave us a glimpse of the problem and the complexity that this problem 
entails. Information is also open to students and hiring agencies as well as academic 
professionals seeking to be Principal Investigators to help them understand the SFS 
program. These sources gave us a greater insight into the perspectives of the program 
participants allowing us to make better decisions. SFS personnel were able to provide us 
with answers to any questions we had about how the SFS program works, at the ICC 
(Interagency Coordinating Committee) meeting at the Office of Personnel Management 
(OPM), so that we could study the aspects that we needed.  
The study by the Office of Personnel Management showed that the program is 
working well; however the connection between government agencies and universities 
was not complete. To demonstrate this they provided a number of extremely useful tables 
and statistics concerning KSAs as well as information on how government agency 
personnel and hired graduates perceive the way KSAs are used.  
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The data within the study was detailed and we needed to carefully choose useful 
data while considering what information the study lacks. Our team took into 
consideration that the terms the study uses have their own definitions and implications.  
 
3.1.2: Obtaining KSA Information from IT Certification Bodies 
 
 In addition to the education graduates receive from their universities, they may 
also choose to earn information technology security certifications. The purpose of 
certification bodies is to provide employees with proof that they are proficient in certain 
skills. These certification bodies are usually run by former practitioners. The skills that 
are required to pass the tests for the certifications are what these practitioners believe to 
be important on the job.  
The study by the OPM found that while certifications were not absolutely 
necessary, in most jobs, they were viewed as a positive attribute in an employee’s 
background. They were nonetheless concerned with KSAs as applicants must have a high 
standard of capabilities to earn their certification titles. By reviewing these certifications, 
their requirements and standards, we gathered a greater range of types of KSAs as well as 
a further understanding of what KSAs practicing processionals deem important for 
practitioners. 
 The four important IT certification groups that we studied included the (ISC) 2 
(International Information Systems Security Certification Consortium), SANS 
(SysAdmin, Audit, Network, Security) Institute, ISACA (Information Systems Audit and 
Control Association) and CompTIA. These groups and the certifications they provide 
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were investigated for information on the KSAs they were each concerned with, in order 
to help us better our understanding of computer security KSAs for completing our 
project. For example, we found that there are two groups within the (ISC) 2 that focus on 
practicing practitioners involved with technical activities: CISSP (Certified Information 
Systems Security Professional) and SSCP (Systems Security Certified Professional).  
 
3.1.3: KSA Needs of Agencies 
 
 It is important to know what the agencies, which are hiring the SFS students, want 
in their graduates regarding knowledge, skills, and abilities. This is not as simple as 
identifying KSA needs of each agency; these needs will vary between divisions and by 
job position, as well. The personnel might have the same job title but perform different 
duties depending on what division they represent in the agency.  This needs to be 
represented in the final matrix structure. 
To gain insight into what agencies are looking for in their SFS graduates, we 
looked at usajobs.opm.gov. This website lists all the current job postings within the 
agencies, which is run by the Office of Personnel Management (OPM). The positions we 
focused on were the GS-2210 series.  The GS-2210 series pertains to Information 
Technology positions involving computer security and information assurance.  There is 
also the GS-1550 series which pertains to information assurance and computer security. 
We went through all the job listings that involved information technology and extracted 
all the KSAs out of that job position along with what agency they belonged too. 
Sometimes the mining of KSAs were difficult because we had to extract them from the 
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job description as opposed to the requirements section. We were also able to verify a 
major set of three KSAs being policy, technical, or managerial oriented. 
  
3.1.4: KSAs Offered by Universities 
 
There are several major steps we have taken to accurately gather the KSAs 
presented to students by universities. The first was an in-depth study of the information 
we could find on the universities’ websites and course catalogs. We developed an 
organization of this through Excel with 5 sections including the name of the academic 
institution, major, skills, subsets and further subsections. On a separate section we had 
short pieces of information for each college which included the related department as 
well as related personnel. This first page also contained the skills without any subsets so 
that it was purely core information. 
Only the courses that were absolutely required for a concentration related to 
information assurance or computer security were considered. For example if there were 
electives that the students could take, we did not include these because they were not an 
essential part of the program; however, the pre-requisites to the core courses are a vital 
role in the students’ development and thus were included. Through that we investigated 
the specific required courses and the skills they were comprised of.   
The next step was contacting SFS Principal Investigators (PIs), representatives of 
the SFS program at academic institutions, such as professors, academic administrators, or 
guidance counselors that help invite, guide and teach students. One specific PI who we 
have contacted was Dr. Ray Vaughn. He is the representative of all the university PIs 
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during the ICC meeting. Upon contacting them we requested the set of required KSAs 
that they have as most central to their curriculum. After our initial conversations with this 
group we will further organize the data we derived from them and develop what we 
believe to be the general universal consensus on what the main sections are as discussed 
in the next sections. 
 
3.1.5: KSAs in Graduate Resumes 
 
 We looked at 120 resumes previous graduates submitted to further understand and 
develop our understanding of the problem and complexity. We organized the resumes by 
documenting which university they attended and what position at what agency they were 
placed in. We documented the KSAs learned and courses they took at their respective 
universities. We researched these resumes to get a better understanding of which agencies 
hire what type of students.  We also wanted to know another perspective of the program 
along and were concerned we would not get the responses needed from the agencies 
about this topic because of the information’s sensitivity. 
 
 
 
3.2: Define KSA Categories and Subcategories 
3.2.1: Obtain KSA Main Categories and Subcategories from Professionals 
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 We attended an ICC meeting, at which we met key personnel at agencies and 
universities in the SFS program. We gave our presentation to these individuals associated 
with the SFS program and asked for suggestions on what they thought the main 
categories of the KSAs were. We decided after reaching a general consensus that the 
three main KSA categories were technical, managerial, and policy. Once we determined 
that a majority of the key SFS program people agreed, we were able to move onto how to 
figure out the subcategories to each of these main categories. To do this we sent an e-mail 
to a specific focus group that could give us expert advice.  The focus group that we 
focused on is shown in Table 3.1 below. 
Contact Name Status University/ Agency 
Kathy Roberson SFS Program Manager  Office of Personnel 
Management 
Dr. Alexis Adams-
Shorter 
Assessment Services Office of Personnel 
Management 
Brenda Oldfield National Cyber Security 
Division 
Department of Homeland 
Security 
Kim Caraway Booz Allen Hamilton Supports Brenda Oldfield at 
DHS 
Mr. Lynn McNulty Director (ISC)2 
Dr. Susan Older Professor & SFS PI Syracuse 
Dr. Ray Vaughn Professor & SFS PI Mississippi State 
Dr. Lance Hoffman Professor & SFS PI George Washington 
Dr. Scott A. Bernard Assistant Professor Syracuse 
Dr. Corey Schou Professor & SFS PI Idaho State 
Table 3.1: Focus Group 
 
These contacts, some of whom we met and spoke to at the ICC meeting, were 
arranged with the assistance of our liaison to gain the perspectives of SFS participants in 
different situations. Kathy Roberson and Brenda Oldfield are both managers of the SFS 
program at two other different government agencies. Dr. Alexis Adams-Shorter is the 
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author of some OPM reports regarding the SFS program and understands the matching 
process very well. Mr. Lynn McNulty was chosen so we could understand the viewpoint 
of IT certification bodies. The PIs that were chosen to be contacted have various 
perspectives that our liaison recognized would help us gain a good perspective without 
contacting all of them. Dr. Lance Hoffman, being the Principal Investigator at George 
Washington University in Washington, DC, has had more contact with government 
agencies than most PIs. Dr. Ray Vaughn is the representative for all SFS PIs. Dr. Susan 
Older and Dr. Scott A. Bernard were chosen for their perspective as a university that is 
not so closely linked with government agencies like GWU. Dr. Bernard has also had 
some experience as a Chief Information Officer (CIO). Dr. Corey Schou has had some 
experience in the government and he helped to create the CNSS standards used by the 
NSA when designating academic institutions as CAEIAE.  
The focus group e-mail contained a letter asking for their thoughts on computer 
security and information assurance in a general sense. Some questions we obtained 
answers to in these e-mails are as follows: 
1) Do you believe the three categories, policy, technical, and managerial, are 
accurate and inclusive? If not, can you provide some suggestions as to what 
you think is missing or needs to be changed? 
2) We are aware that there are subsections within these larger categories. For 
example, Forensics might be a subsection of the Technical category. Would 
you be able to provide us with what you think are the main subsections of the 
major categories? 
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The e-mail included a mock matrix as shown in Figure 3.2 to help the focus group 
understand exactly what we were doing and that we wanted them to indicate the 
importance of T1 thru Tx, P1 thru Px, and M1 thru Mx.  This was the first step in allowing 
us to get a general matrix that the professionals associated with the agencies and 
universities agree on. Emails used can be found in Appendix E and F. 
Figure 3.2: Mock Matrix 
 
3.2.1: Develop Subcategories from Knowledge 
  
 In order to find the best organization of the KSA subcategories, we had to make 
our own determination of the main categories and subcategories and then compare them 
to what the professionals said.  We analyzed all the information we had researched.  
From the information gathered, we looked at all the skills to determine whether they were 
technical, managerial, or policy skills. We grouped them accordingly so that we could 
find overlap, which allowed us to realize where the main focuses of the program were 
located and thus gave us the ability to use those as our subcategories. We were able to 
come up with broad subcategories for each of the three main categories. We then listed 
Technical KSAs Policy KSAs Management KSAs 
T1 T2 T3 T4 P1 P2 P3 P4 M1 M2 M3 M4 
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all the skills that fell under each of the subcategories so that the professionals could take a 
look and give us more advice on what belongs where.   
 
3.3: Develop a Consensus on the Categories 
 
Once a majority of the responses from the e-mails were received, we collaborated 
about how to organize and use the data provided to us. We understood that not all of the 
responses would agree; however we found that the three categories we defined are correct 
and are in accordance with the community. We looked for an overlap from the focus 
group, something everyone agrees on.  We discussed thoroughly what we believed and 
what the focus group was saying.  From this we were be able to determine the main 
categories and various subcategories. 
After discussing and debating, we sent out the new matrix to those from our focus 
group who responded to our first e-mail. Along with the subcategories there was a further 
list of skills that belong under the subcategories. We asked if everyone agrees with these.  
If they did not agree with the new updated matrix then we continued to evaluate the 
KSAs until we had a matrix that a majority of our focus group could agree on. If they did 
agree with the new matrix then we proceeded to the last objective.      
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3.4: Develop a Mechanism to Demonstrate Concentration 
Comparisons 
3.4.1: The Matrix Structure 
 
The final matrix is intended to match current agencies needing qualified 
employees with certain KSAs in computer security and information security with 
universities participating in the Scholarship for Service program. Within each agency are 
different job positions, each of which requires its own set of knowledge, skills and 
abilities. Universities can also be divided into different sets of KSAs by the different 
tracks that students can take to be a part of the SFS program so as to focus on different 
aspects of information assurance and computer security. 
 An important step in completing this matrix is developing the categories to 
include each job position, academic track and KSA category.  This will allow the matrix 
to fulfill its purpose for all parties involved with the SFS program by utilizing a uniform 
language to relate KSAs and their types. Continued coordination with government 
agencies and SFS universities will refine our matrix to use language that will be 
universally understandable.  
 Below, in Figure 3.3, is a setup of the KSA matrix that we will be refining and 
completing in coordination with government agencies and SFS universities. 
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Figure 3.3: Proposed Matrix 
 
 The results for the KSAs will be entered as our research leads us to make an 
appropriate estimate. These evaluations are critical and it is vital that we use the feedback 
we receive to quickly get these values to their correct state. Marks in the empty spaces 
will indicate which KSAs are or are not provided or needed by the universities and 
agencies. Our research and feedback from representatives of universities and agencies 
will help us complete the KSA chart. We know that it will be difficult to represent all 
universities and agencies in this matrix in the time allotted. However, we will give an 
example of how the matrix would help agencies and universities by picking a small group 
of universities and agencies to ask to fill out the matrix. 
 
 
Technical KSAs Policy KSAs Management KSAs 
Universities T1 T2 T3 T4 P1 P2 P3 P4 M1 M2 M3 M4 
U1                         
U2                         
U3                         
U4                         
U5                         
U6                         
U7                         
Agencies 
                        
A1                         
A2                         
A3                         
A4                         
A5                         
A6                         
A7                         
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4.0: Results & Analysis 
 
 Our most important result is the consensus on KSA categories. These categories 
will serve as an important framework for future steps to help improve the matching 
process between SFS graduates and government agencies. As we have seen, the problem 
is extremely large and complex, so much that populating the matrix was not a viable 
action given our time frame on this project. In this chapter we will discuss our results 
from our objectives as listed in the methodology section of our paper. 
 
4.1: Inventory KSAs 
 4.1.1: KSAs in Previous Studies 
 
 After reviewing the previous studies offered by NSF, we quickly realized the 
complexity of the problem. The Office of Personnel Management’s (OPM’s) study on the 
SFS program gave us a brief insight into this complex situation by providing us tables 
that we were able to analyze. These tables indicated some attributes that the agencies 
wanted of their employees. There was a table for technical skills an employee would 
need, another table on the managerial skills wanted, and a table on the policy skills 
needed as an employee. Although the tables were generic and did not go into extreme 
depth on the subject, it helped us develop our main categories.   
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 4.1.2: KSA Information from IT Certification Groups 
 
 We came to understand that the KSAs that participants became accredited in 
through the certification bodies were those that professionals felt were essential to 
practitioners of the workforce. All of the certification bodies offered accreditations in 
computer security, although different bodies had a different level of focus on that area. 
 (ISC) 2 has two certifications that have are important to the computer security 
community: CISSP (Certified Information Systems Security Professional) and SSCP 
(Security Systems Certified Practitioner) certifications. An example of the research on 
(ISC) 2 is demonstrated in Figure 4.1.  
 
Figure 4.1: Certification Group Research (Appendix H) 
 
Both certifications accredit in management skills as access control and risk management 
as well as technical skills such as cryptology and communications. The certifications are 
different only because they are fit for different people depending on the level of their 
career. 
 CompTIA offers many different certifications, only one of which is in security 
specifically. Like most of their certifications, it focuses on the technical aspects of 
computer security such as operational, infrastructure and communication security. 
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 ISACA offers two certifications, the CISA (Certified Information Systems 
Auditor) and the CISM (Certified Information Security Manager) certifications. As the 
titles indicate they are both about management; the KSAs they involve themselves with 
are purely technical but are taught in the context of real-world scenarios and by currently 
maintained standards. 
 The SANS Institute offers the GIAC (Global Information Assurance 
Certification) certificates. They offer certificates in auditing, management and security 
administration. The auditing and management certificates focus purely on managerial 
skills while their security administration certificates focus on working with technical 
aspects such as firewalls, operating systems and intrusion. 
 What we see from these certification groups is proof that professionals believe 
that administration and business-type management skills are very important if not 
essential to high-level computer security practitioners. 
 
 4.1.3: KSA Needs of Agencies 
 
 
From researching the agency job positions and organizing them into a list we 
noted similarities and were able to associate position types with skills that were typical of 
the particular type of work. Many areas displayed overlapping skills that involved a 
number of different types of positions. For instance “Backup and Recovery” was 
included in a data management position but was also featured in a number of technical 
positions indicating a more technical premise. The technical features were the main type 
that carried over into others although managerial and policy related skills were very 
limited or not present in palpably technical positions. 
 43 
Figure 4.2 shows a sample of our organization of the agency job positions. The 
type of job was pointed out when known.  
 
Figure 4.2: Agency Research (Appendix I) 
 
From our analysis of this data we obtained useful information to contribute to our 
master list of skills under the three job types we determined. We narrowed a number of 
skills down so that there were no two skills that looked too similar, such as “Risk 
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Assessment” and “Problem Identification”, which are both essentially the same thing. 
Through this development we were able to significantly compress our large list. 
 
4.1.4: KSAs Offered by Universities 
 
  
 When investigating the KSAs offered by the universities, we found that the 
academic structures were very complex. The SFS universities' course structures were 
very detailed but, because there was so much information, it was very difficult to 
determine what the graduates' strengths would be from the information we gathered. It 
also helped us recognize the quality of their students who came out of the SFS program. 
The analysis of the universities helped determine KSAs through their course titles and 
requirements for specific courses. 
 We researched the KSAs featured in the curricula of approximately thirty 
SFS universities. Only the core courses within a computer security or information 
assurance concentration were explored as they were required and essential for each 
student graduating from the program. Due to a variety of methods the universities chose 
to utilize to convey their curriculum goals and mission the information was not always 
available in a straightforward configuration. Figure 4.3 shows the results of our research 
for the Naval Postgraduate School. 
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Figure 4.3: Organization of Academic KSAs (Appendix J) 
 
 We organized all our research of the universities by the major within information 
assurance and computer security along with the department and related personnel.  We 
also listed the skills required to graduate. We learned that every school is different. The 
courses that universities offer are different at every school, as can be expected.  However, 
we found that even though the courses have different titles between universities, they 
teach similar skills and theory. We were then able to see some ways we could group the 
different KSAs learned from the courses at the universities. From this we were able to 
further our understanding of the main categories and subcategories that would eventually 
go into our matrix structure.  
 
4.1.5: KSAs in Graduate Resumes 
 
 
 The complexity of the SFS program and the problem became even more prevalent 
when looking at the resumes of previous graduates. We studied and researched 
approximately 120 resumes. The information gathered and skills found helped give us 
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another perspective in the hiring process of agencies when looking at SFS students and 
graduates. We found that agencies hire from many different universities. For example the 
National Security Agency (NSA) hires students from Idaho State, the University of 
Idaho, and Mississippi State to name a few. This becomes an extremely intricate situation 
that we did not completely understand until analyzing the resumes. Figure 4.4 shows an 
example of the research done with the resumes of graduate students of the SFS program. 
     
 
Figure 4.4: Resume KSA Research (Appendix K) 
 
From each resume we documented the university the graduate attended along with 
the agency at which they were hired.  We noted their major and the job-related skills and 
training received from the university. This information was used to understand the 
general skills and courses they took in their respective universities in order to categorize 
and group them.  We used this information to cross reference the results of our final 
matrix to verify the matrix is indeed working in the correct fashion. From the research of 
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the resumes we realized that our final set of results will be involved and possibly difficult 
to generate.  
 
4.2: Defined KSA Categories and Subcategories 
  
After collecting our KSA inventory we needed to decide the categories of KSAs 
in order for SFS recipients to effectively match the strengths they possess from their 
institutional training with the agency needs. Our first determination was that the top three 
categories of computer security and information assurance KSAs were policy, 
management, and technical. This was a unanimous determination that evolved from the 
Interagency Coordinating Committee meeting on October 1, 2006 consisting of Dr. 
Vaughn, the SFS PI representative stationed at Mississippi State University, and a 
number of other Federal agency representatives. 
These sections describe the broad areas that computer security and information 
assurance job positions have as a major focus. These categories helped in large part to 
divide universities as well as agencies. However, an issue remained to locate which 
KSAs belonged in each of these categories. For this we needed to further clarify these 
terms by organizing categories and subcategories for each of the top three classifications. 
Under the three broad categories, we developed a list of the subcategories from 
our own research. This list reflected our understanding of KSAs and how they fit into the 
broader categories we had already defined. These are shown in Table 5.1 below: 
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Technical Management Policy 
Computer Security Administrative Legal/Ethical Issues 
Forensics Business Security Policy 
Network Security Program Development/Maintenance Cybercrime 
Intrusion Detection Personnel Management Authentication 
Cryptology   
Table 4.1: Initial Subcategories 
 
Additionally, we received feedback from our SFS focus group on their perceived 
subcategories. Once consensus was developed after two emails sent out, we had the 
following final categories and subcategories as shown in Appendix G. 
 
4.3: Develop a Consensus 
 
When we e-mailed our focus group for the first time, we only received four 
replies of the eight emails sent. This was expected based on how busy many university 
faculty and agency personnel are. We continued to refine our subcategories and further 
subcategories. We noticed that in the four emails received there confirmed to be 
unanimous consensus on the three main categories determined from the ICC meeting. 
This reassured us that our three main categories were correct. The more difficult task was 
to get a consensus on the subcategories. We sent out a follow-up e-mail to the four that 
responded to our first e-mail with the list in appendix G. We were investigating a 
consensus on the list to make sure that the focus group agreed that the subcategories are 
correct and the further subcategories are correctly placed in the subcategories. We have 
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noticed through this whole process that it can be difficult to get a reply to an e-mail. 
Knowing this we are moving on and constantly refining the subcategories and further 
subcategories to reflect the opinion of the community.  
 
 
4.4 Mechanism to Demonstrate Concentration Comparisons 
 
Throughout the project, we have discussed different methods to demonstrate our 
findings and data. The option that we have found useful and the one the NSF would like 
us to use is a matrix. Developing the matrix was a difficult step because we had to 
confirm that both agencies and universities could showcase their qualifications. It was 
also difficult to develop generic categories that universities and agencies could both 
correspond to. This also includes the language used in the matrix which had to be 
standard so both agencies and universities could understand one another. 
After much experimentation and deliberation we developed the matrix as shown 
in Figure 4.5. 
 
Figure 4.5: Matrix Structure 
 
 50 
The matrix structure shown can account for both agencies and universities to 
allow agencies to see at which universities they will find personnel under a specific KSA. 
It will also direct students to which KSA course path they might wish to follow once it is 
filled with the input from SFS universities and agencies. A student could use the matrix 
as a reference to identify agencies that would hire their specific KSA base. This is a basic 
matrix structure that needs to be developed further to account for all universities that 
participate in the SFS program along with the agencies that hire SFS graduates.  
The matrix was the simplest and most comprehensive structure to represent our 
findings and data because agencies and universities could populate what they teach and 
hire relatively easily. It will be effective for all SFS parties because the language will be 
universal, the format will simple, and the information represented will be beneficial to 
universities, agencies, and SFS students. 
 
4.5: Final Presentation 
 
 We gave our final presentation to the NSF on December 8, 2006. There were 
approximately 10-15 attendees from the NSF’s Division of Undergraduate Education. 
Our advisors as well as our liaison also attended the final presentation. At the conclusion 
of our presentation we asked for advice and comments from the audience. What we 
learned helped aid to develop our recommendations further.  
We were told that the matching process that medical students go through for their 
residency is an excellent example to support our matrix. The residency matching process 
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was mentioned to us because it is an efficient way to place applicants. Applicants fill out 
a form with preferences. The applicant’s top preferences, as well as those of others, and 
job availabilities will decide where he/she is placed. We hope that the completed matrix 
will lead to a matching process for SFS students that is as simple and effective as this one 
has proven to be. 
Another suggestion was that universities, despite the difficulty of it, can shape 
their computer security language to better align with that used in Federal jobs. This could 
be done through the SFS university grant process. Acting on this issue is another step that 
could be taken to close the difference gap between SFS academics and Federal agencies. 
The slides used for the final presentation are located in Appendix K. 
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5.0: Conclusions 
Our goal was to improve the efficiency of the matching process between Federal 
agencies and graduates of the Scholarship for Service (SFS) program at the NSF. We 
have accomplished this by initiating and continuing a complex web of communications 
with various groups, including Principal Investigators (PIs) at colleges in the SFS 
program and Federal agencies interested in hiring the graduates of the program. In 
addition to forming an initial focus group and gathering constructive human resources, 
we have been able to develop a set of major lists including student resumes, SFS 
university curricula and required agency recruitment knowledge, skills, and abilities 
(KSAs); all of which will serve to further attempts of assisting the SFS graduates in their 
employment endeavors. The consensus on the main categories of technical, managerial 
and policy KSAs is also a major product of our research, contacts, and networking. This 
consensus will be essential in increasing the efficiency of the matching process in the 
future. 
The NSF’s SFS program is an excellent opportunity for students who are 
preparing for careers in information assurance and computer security. The efficiency of 
the matching process of graduates with Federal agencies – a service requirement of the 
scholarship – is a vital part of the program. When we began this project in September of 
2006, we didn’t fully understand the complexity of the matching process. However, once 
we started to research and understand the program our perceptions brought into focus the 
more complex reality of the situation. We also noticed the intricacy and difficulty of 
increasing the efficiency of the matching process between SFS universities and agencies. 
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From the research and data collected along with an analysis of the data gathered we can 
state important conclusions to take away from this experience over the past seven weeks.  
 We learned a number of important things during the course of the project itself. A 
key issue we encountered was that there is no universal language for computer security 
and information assurance. The language and terminology used between agencies and 
universities is different, and this difference can be a considerable hindrance to students 
trying to determine exactly what skills they need to get their desired job position. Also, as 
we examined the websites of different SFS universities, it quickly became apparent that 
different universities used different language when describing their curricula. For 
example, Johns Hopkins uses the term “knowledge management” while Iowa State uses 
the term “data management”. Although it is not difficult to associate “data management” 
with “knowledge management”, in some cases it is more difficult to see how two terms 
may mean the same thing. The difference between “Top-Down Design” and “Modular & 
Structural Design” suggests some uncertainty. Agencies, while showing less variation 
than universities, also differ among themselves in their usage of terminology. Despite 
this, we discovered that a consensus could be reached between key members of the SFS 
program at universities and agencies on broad categories and subcategories into which 
KSAs could be organized. 
Although we had difficulty reaching a consensus via email on KSA categories, it 
is possible, though time consuming. The fact that we were able to get the degree of 
categorization that we did indicates that populating a matrix or creating further 
subcategories will be possible even if it is somewhat challenging. The report by the 
Office of Personnel Management had a set of KSA categories and subcategories. 
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Although this was not the exact types of KSAs we were looking for, it was the same type 
of information that needs to be gathered and agreed upon by the agencies and PIs that 
maintain and promote the SFS program. Future meetings, consisting of face-to-face 
interactions with agency representatives and PIs, would also be the most effective way to 
gather that sort of information. 
 We believe that our work will provide an effective means of increasing the 
efficiency of the matching process of the SFS program. The matrix framework we created 
can form the basis of a common frame of reference for universities and agencies to use to 
more efficiently place graduates of the SFS program in jobs at Federal agencies. The 
framework matrix we have created will now need to be populated with data for each 
university and agency in the program. 
 Once the matrix framework is populated, it will represent the strengths and 
focuses of each university and agency and allow for efficient job placement of graduates. 
Graduates will be able to use the matrix to find agencies that are interested in the KSAs 
they have acquired by providing them a way to view their acquired skills and sort them 
into the most suitable positions. As a potential positive side effect, agencies can identify 
which schools will be most likely to be producing graduates with the skill focuses they’re 
looking for and universities can provide guidance to students in the SFS program about 
what courses to take and where to apply for jobs. 
 Another main conclusion we have determined is that students and PIs play a vital 
role in overcoming the language barrier. Students and PIs are the mediators between the 
SFS universities and the agencies. If students and PIs could be educated in the agency 
 55 
language then there would be less confusion between agencies and universities. In the 
recommendations section we discuss some possible solutions to this problem. 
The work we have currently done will assist future research and projects in this 
area by presenting the broad areas of consensus that we obtained as well as a review of 
methods used to acquire such data. Our consensus on three broad categories is an 
excellent first step towards improving the efficiency of the matching process, and can 
provide an excellent starting point for anyone looking to follow in our footsteps or 
improve upon what we’ve done. 
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6.0: Recommendations 
 
We believe that there is much that can be done to build upon and go beyond our 
project. Our results indicate that there are many steps that could be taken by all parties 
involved to improve the program and to capitalize to the greatest extent possible on the 
work we have done. Although our initial goal focused solely on a matrix structure we saw 
beyond the simple matching mechanism to other steps the NSF could take to improve the 
SFS matching process. Four main sections were finally determined to be core in assisting 
SFS graduates in regards to connecting them to the Federal workplace.  
 
6.1: Matrix Structure Formation 
6.1.1: Initial Development 
 
There are many ways in which the work we have done could prove very useful to 
the NSF, and especially to the SFS program, and many steps that could be taken to build 
upon what we’ve done. The most immediate step would be to populate the matrix 
framework we have created. Once this is done, the full matrix would need to be made 
available to students, PIs at SFS universities, and agencies. Since the OPM is a major 
contributor to the job search process it would be appropriate to keep the matrix at the 
OPM. Universities and agencies could gain access to the matrix to update it, and students 
could access it for guidance on their job search. Communication is very important as 
agencies, PIs, and especially students will need to be made aware of its existence and its 
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function to take advantage of it. There should be some follow up with students and PIs 
once they have had an opportunity to use the matrix so that they can comment on its 
usefulness and give suggestions for improvement or additional features they would find 
helpful. The students will be particularly important to talk to, as they will likely be the 
main group utilizing the matrix. 
 
6.1.2: Future Development 
 
We recognize that our work is only a starting point, and that there is much more 
which could still be done to build off of our work and further increase efficiency. For 
instance, further research could be done to increase the level of detail in the matrix by 
creating additional levels of subcategories, perhaps even to the level of individual KSAs. 
An important point we feel should be taken into consideration is that the focuses of SFS 
universities and agencies are not necessarily static, and that over time, they may be 
different from what they were when we created this matrix. As such, some method of 
updating the matrix may need to be developed. This could be done through meetings with 
PIs and agency representatives or through some form of annual feedback. Another 
possibility we considered was having some sort of interactive website that would allow 
universities or agencies to quickly make changes to the matrix to better reflect their 
focuses and strengths. 
 Agencies should attempt to make use of this matrix as much as possible. Though 
we realize their interest in such a tool may be limited, we feel it could nevertheless be 
potentially useful. It remains to be seen how effective the matrix will be, but we believe 
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that when it is completed it will be an excellent resource for agencies in need of 
personnel. It should make it very easy for agencies to identify exactly the skill sets 
they’re looking for and for the universities in the SFS program provide skills to graduates 
that match what agencies are looking for. 
 The main focus of the matrix, however, is universities; more specifically, the 
students and PIs. PIs should find this a useful resource in guiding the students in the SFS 
program. They can recommend course paths depending on what type of career the student 
wants to pursue, or suggest agencies where students are likely to have the most luck 
applying for a job. For instance, if a PI knows a student is focusing strongly in network 
security, they could recommend an agency that they know employs a significant number 
of people in network security.  
 
6.2: Language inconsistency 
 6.2.1: SFS Universities vs. Agencies 
 
Because there is such a significant difference in the language the SFS universities 
use and the agencies use, developing a consistency in their terminology would prove to 
be exceptionally useful for both students and PIs. There are several possible methods to 
relay this information. 
Seminars are one viable option that could be used during periods in which there 
are mandatory meetings required for SFS students or PIs. When the PIs are aware of the 
terminology barrier they can, in turn, maintain the correct perceptions and knowledge 
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with the students who may still have to remember the agency terminology while 
attending classes using a separate terminology. 
Literature may also be a viable option. If there were a small book or brochure that 
pointed out the main areas in which terminology and acronyms are used the students 
would have an easy tool they could use before contacting agency personnel who may use 
those acronyms and separate terminology.  
Whatever method is selected, PIs, SFS students and agencies need to speak the 
same language to communicate most efficiency. A reliable and stable language would 
help the PIs and SFS students to better understand the needs of the Federal agencies and 
in turn be more effective in communicating their own skills and abilities. 
 
6.3: Seminars & Workshops 
 
Seminars and workshops aimed towards educating students about the variation of 
language in computer security between universities and agencies. These seminars could 
cover topics important to agencies that cannot be addressed in regular coursework as well 
as provide supplemental information or demonstrate how classroom learning is applied to 
the real world. Such workshops would assist in promoting and upholding the education 
the students receive in the classroom and would teach them the language to express the 
skills possessed.  
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 6.3.1: Summer Program 
 
The NSF recently developed summer programs to help SFS students prepare for 
work in Federal agencies. Since all of the SFS students will be present at this seminar, 
this will be an opportune time to tell students important information. First and foremost, 
the seminar could provide information about the language used by Federal agencies. 
Lending this knowledge of terminology will raise SFS students to a level of 
competitiveness closer to that of experienced computer security and information 
assurance specialists.  
Also, the summer seminar could provide a look at the general types of job 
positions currently open; those types being the array of all technical, managerial and 
policy-oriented positions. The technical aspect of computer security seems to attract the 
most attention but students must know that computer security and information assurance 
positions in management and policy are equally important. Letting students know about 
this will give them a more complete picture and allow them to decide which jobs they 
should apply for based not only on their skills but also on their personal preference. For 
example, a student from an SFS university with a strong academic focus on the technical 
aspects of computer security may be well equipped in that area but he/she may want to 
try and take a management or policy position solely because they like the type of work 
that the job entails.  
 We believe this summer seminar program is a great idea. It will help give SFS 
students a clear understanding of the Federal job world. A useful suggestion may be that 
not only SFS students go to the seminar but also the PIs of their respective university go 
to the seminar as well. This will allow both the PIs and SFS students to be able to 
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communicate with agencies and with each other. After PIs receive the information at the 
seminar, they may be able to talk to their university and see where they could focus skills 
and be able to update them to further advance their students’ preparedness for a career in 
a government agency. 
 
6.3.2: Language Overview 
 
Seminars would be extremely useful for portraying the terminology used within 
agencies. Required sessions for PIs and students would further assist this important area 
and may even be the most effective mechanism to bring this knowledge to the forefront. 
Seminars that are required for both PIs and students to attend at the same time will put 
both groups on the same level at the same time further stabilizing the consistency of the 
language used between all the groups. 
 
6.4: Standardization 
 6.4.1: SFS University Formats 
 
One future step that would prove to hold tremendous value to connecting SFS 
students with the computer security major to the agencies looking for students in that area 
would be the standardization of common terminology used in KSAs and course 
descriptions. With a common format, students would be able to easily compare the 
information provided in their course descriptions and projects to the knowledge and skills 
called for in the corresponding job position they are targeting to get. 
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In order for this to be possible, all SFS universities would have to agree to a set 
terminology and presentation style for their curricula and all important related SFS 
academia. If this was done, a useful comparison structure could be developed to a certain 
extent without any extreme in-depth analysis involving the time and effort of busy 
university and agency personnel. Unfortunately, this would require a lot of effort on the 
universities’ part given the amount of work it requires. The SFS program will need to 
provide some motivation or an easy method for universities to unify their terminology of 
computer security and information assurance with each other as well as Federal agencies. 
While the image provided by the universities will not be so easy to change, SFS 
PIs can work to organize a plan of action to help SFS students with Federal agency 
terminology. By working with agency representatives as well as certification body 
representatives, feedback will be gathered on how PIs can exactly guide students to better 
aid their job search.  
 
6.4.2: Resume Formats 
 
One thing that was noticed within the SFS resumes was a generally followed 
format between students from the same university but not between universities. All the 
resumes had a labeled objective, but the formats for work experience and job related 
skills varied; those are the most important areas. The matching process could be 
improved if all SFS students had the same template for their resumes. It would allow the 
resumes to be analyzed efficiently using the completed and populated matrix. 
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6.5: Immediate Actions 
 
There is a meeting in January that will be attended by a number of PIs and agency 
representatives. This would be a terrific chance to speak to them all about increasing the 
efficiency of the matching process. 
We developed a paper that we are suggesting to be presented to the group that 
will be at this meeting: 
Questionnaire 
 
Connecting SFS Students to their Best Opportunities 
 
We are all aware of the challenges both students and agencies face when trying to match student 
skills with available positions. The SFS program is working to improve this matching process by 
developing a comprehensive set of job categories and sub-categories. The proposed categories are listed 
below: 
 
   
Questions:  
 
1. Is this a comprehensive list of broad categories/subcategories? 
If not, please provide an alternative categorization by editing the table above. 
 
 
2. How might we use this list to facilitate the matching process? For example, could we incorporate 
categorizations in student resumes? 
 
 
3. We are discussing the development of a summer seminar for SFS students that would help prepare 
students for entering the Federal workforce. How might we incorporate this topic into the 
seminar? Do you have other suggestions (format/topics) for inclusion in a summer “Gov 101”-
type seminar? 
 
 
 
 Thank you very much for your help. 
 
 
Technical Managerial Policy-Related 
Computer Security 
Network Security 
Intrusion Detection 
Forensics 
Cryptology 
Administration 
Business 
Personnel Management 
Program Development / 
Maintenance 
Legal and Ethical Issues 
Security Policy 
Cybercrime 
Authentication 
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A refinement of this description to the agencies might be useful but the general 
idea of suggesting this at the meeting would be very useful in getting input from PIs and 
agency representatives. 
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Appendix A: The Mission and Organization of the 
National Science Foundation 
 
The National Science Foundation was initiated in 1950 by Congress with the 
mission to promote scientific progression as well as “to advance the national health, 
prosperity, and welfare; to secure the national defense…”  
There are three basic goals within the mission of the NSF which involve three 
main categories:  
 
• People: The NSF is interested in “developing a diverse, internationally 
competitive and globally engaged workforce of scientists, engineers, and well-
prepared citizens.” 
• Ideas: They aim to assist in discovery in fields throughout science and 
engineering in connection with innovation, learning and service to the society. 
• Tools: They encourage development of widely used, modern equipment for the 
sharing of research and education. 
 
The Grant Policy Manual (GPM) is focused on basic policies and procedures of 
the National Science Foundation. It was developed to guide the preparation and 
submission of proposals, requests for funding, sent to the NSF. The Policy Office, 
specifically the Division of Grants and Agreements, is responsible for the GPM. 
The Scholarship for Service (SFS) program is related to the Education and Human 
Resources (EHR) directorate of the NSF. Within the EHR the SFS program operates 
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within the Division of Undergraduate Education (DUE). The main goal of the EHR is to 
prepare and assist in the education of professionals with careers in science, technology, 
engineering and mathematics (STEM). Our project is directly related to this area of the  
NSF. There are 6 other directorates within the NSF and 5 other offices. 
   
 
Figure A.1: General Setup of the NSF (http://www.nsf.gov/staff/orgchart.jsp) 
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Figure A.2: Relation to NSF Section 
 
We are working with Dr. Diana Burley, who is the program director of the SFS 
program at the NSF. Dr. Burley is also responsible for directing the Robert Noyce 
Scholarship Program for K-12 educators and undergraduate students. She is also 
responsible for reviewing computer science-related proposals for the DUE. 
Our project is related to the overall mission of the NSF in its goal to promote a 
competitive and engaged workforce. We are assisting the NSF through the SFS program, 
which targets the workforce associated with information assurance and computer 
security. By developing a matrix to better match agencies searching for employees in 
these fields with the students with the best set of knowledge, skills, and abilities we are 
helping a portion of the workforce that the NSF aims to promote. 
This project will assist in the ongoing mission of the EHR and the overall NSF. 
The budget is about $5.5 billion yearly for the entirety of the NSF which helps 
provide about twenty percent of the basic research within colleges and universities that 
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are supported by Federal funding. The National Science Foundation mainly issues 
limited-term grants at an estimated rate of 10,000 annually averaging 3 years.  
 
Year Total 
Appropriations 
(million $) 
Increase in 
Appropriations (%) 
Increase in 
Appropriations 
(million $) 
1998 3429.00 +5.0  159 
1999 3972.00 +7.1  243 
2000 3912.00 +7.0  24 
2001 4416.38 +8.4  370 
2002 4789.30 +8.4  372 
2003 5344.69 +5.0  267 
2004 5610.95 +5.0  267 
2005 5472.82  -1.9 -105 
2006 5581.17 +5.5  100 
Figure A.3: Total NSF Budget Appropriations and Trends from 1998-2006 
 
 Each Year the NSF receives around $200 million less than they request from 
congress. With the exception of 2005 the NSF total budget appropriation consistently 
rises; similar increases should be expected in future years. About 75% of each year’s 
appropriations is used as funding towards research and related activities. This funding is 
then divided further between each type of science; the greatest amount of funding is 
appropriated towards mathematics and physical sciences. The remaining funds go into 
EHR, major research equipment, salaries and expenses, and to the Office of Inspector 
General. The Department of Education and Human Resources receives about 796 million 
from the budget according to this year’s statistics. 
The Office of the Director includes the NSF’s top leaders who oversee all the 
events and activities within the foundation. Dr. Arden Bement, Jr., is the Director and Dr. 
Kathie Olsen is the Deputy Director. 
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Included here is the original letter from the agency which was used to assign us 
our initial project guidance and the start up of our procedure: 
 
National Science Foundation: Cyber Service Program Analysis 
 
 The mission of NSF’s Division of Undergraduate Education (DUE) is to promote 
excellence in undergraduate science, technology, engineering, and mathematics (STEM) 
education for all students. The division accomplishes its mission through several 
strategies including supporting curriculum development, stimulating and funding 
research on learning, and promoting development of exemplary materials and strategies 
for education. The primary mechanism is the funding of educational research and 
development projects at universities throughout the US. 
 One DUE program is the Federal Cyber Service: Scholarship for Service (SFS) 
program, co-sponsored by the Department of Homeland Security (DHS). SFS seeks to 
increase the number of qualified students entering the fields of information assurance 
(IA) and computer security and to increase the capacity of the United States higher 
education enterprise to continue to produce professionals in these fields to meet the needs 
of our increasingly technological society.  
 The SFS Scholarship Track provides funding to colleges and universities to award 
scholarships to students in the information assurance and computer security fields. 
Scholarship recipients pursue academic programs in information assurance for the final 
two years of undergraduate or graduate study. SFS scholars become part of the Federal 
Cyber Service of Information Technology Specialists whose responsibility is to ensure 
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the protection of the United States Government's information infrastructure. Upon 
graduation, recipients are required to work for two years at a Federal agency such as the: 
NSA, CIA, FBI, DOD, Secret Service, or State Department. 
 The SFS program, including curriculum structures, learning outcomes, and 
content, needs to be optimally matched with the desired knowledge, skills, and abilities 
(KSAs) of the intelligence community. Effective and efficient matches between 
graduated scholars and hiring agencies need definition and classification. This includes 
developing an SFS institutional classification to accurately describe the typical skill-set 
of students who graduate from each institution. 
  
The WPI team would:  
• Identify and describe all institutional and agency classifications.   
• Review the preliminary work that has been done. 
• Define a strategy for collecting the needed data; collect and analyze SFS student 
hiring data to determine agency KSA needs 
• Collect and analyze the SFS institutional data to determine institutional 
characteristics and strengths.  
• Present the results and analysis in a succinct and understandable format 
 
 In general, task completion will require reviewing written documents, database 
searching, and interfacing with SFS personnel including the SFS Program Manager at 
Office of Personnel Management, SFS Principal Investigators, and other key stakeholders 
in the DHS and agencies listed above. 
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Appendix B: Security Conference Planning 
 
 
On November 15th: 
 
1-1: Lessons in Managing Data Breach Disclosure and Loss 
This can help us update our background information as it will tell us about the types 
of threats that exist and continue to be a problem. It also will discuss how to lessen 
the impact of the threats and go over previous case studies and mistakes and also go 
over how to implement defensive processes among other things. 
[10-11:15] 
 
2-1: FISMA in Practice: Facts, Failures, and the Future 
We came across this [FISMA] in our studies of public policy and this part of the 
conference will help us be better associated with FISMA, its importance and its 
applications. 
[10-11:15] 
 
Ensure Authenticity and Integrity of Your Agency Information 
This talk is described as an “informative session on Information Assurance” and will 
go over sections including plans & policies, tools & infrastructure, training, and 
visibility & monitoring. The training section of this will be able to help us get another 
perspective on what employees in areas of computer security and information 
assurance need to know. This talk will also reinforce and provide new knowledge on 
policies. 
[10-12] 
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PEP1: Security Enhancements to the Client Platforms with Vista 
There is limited information on this session but will likely provide us with a 
familiarity with some of the security programs employees of computer security 
employees may be using on the job. 
[10-11] 
 
PEP2: The Cisco Self Defending Network: Solutions for HSPD-12 and DoD 8500 
Compliance from Cisco, Citadel and World Wide Technology 
This session is concerned with the development of secure infrastructures and will 
associate us more with the concerns of computer security employees and the 
processes that they use. 
[11:30-12:30] 
 
Actionable Security Strategies for Federal Programs 
This is a long session that will familiarize us further with the security necessities 
Federal agencies deal with as well as security programs that are used. This session 
will also speak about a case study and have a Q & A period. 
[1-4:15] 
 
1-2: Celebrity Death Match: Security vs. Compliance 
This session provides perspectives on FISMA, certification and accreditation. 
Realistic situations are discussed as well was best practices and compliance. This talk 
also expands upon new tools and methods that have been developed for compliance. 
This session can help better associate us with the policy aspect of computer security 
and information assurance jobs as well as the procedure involved. 
[1:30-2:45] 
 
2-2: New Tools to Improve Your Agency Information Security Profile 
This talk will go over data management strategies and maintenance. Disaster 
recovery, challenges and limitations relating to security will also be discussed. This 
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will prove to be interesting as some of these things are particular KSAs that we have 
seen mentioned in our previous studies as well as helping us get a better grasp of 
Managerial responsibilities. 
[1:30-2:45] 
 
PEP3: Oracle Extended Identity Management Ecosystem 
The speaker, Steve Brooks, will speak about three kinds of security systems used 
involving physical access, legacy applications and network access. This session will 
also speak about Oracle and ISVs, both of which we have seen on resumes and in job 
descriptions. This discussion will help us become more familiarized this framework 
and the applications. 
[1:30-2:30] 
 
1-3: Privacy and Data Management: Best Practices and Challenges 
This session will speak on gap analysis and assessment as well as the extent of 
privacy. Other programs (HSPD-12) will also be discussed along with previous 
experiences concerning data loss. This area will also develop our perspective of a 
managerial position that includes technical aspects. 
[3-4:15] 
 
2-3: Identity Management Technologies: Today and What’s Next 
This talk will expand on the HSPD-12 specifications and information on other 
programs. This session will also increase our knowledge of the technology available 
regarding identity management and the development of efficient infrastructures. It 
will also impress on the importance of identity and access management both of which 
we have noticed a strong focus on in some job positions. 
[3-4:15] 
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PEP4: Best Practices for Protecting Personally Identifiable Information and Other 
Sensitive Data 
This session focuses the idea of data ‘at rest’ and ‘in motion’, techniques for 
preventative measures and the development of particular policies and the technology 
regarding data protection. This talk should increase our understanding of the policy 
position of information assurance and computer security personnel as well as IA 
concepts. 
[3-4] 
 
On November 16th: 
 
1-4: Critical Infrastructure Protection: Focus on Cyber Security Considerations 
This talk will go over requirements, legislation and maintenance on the critical 
infrastructure protection program. The CIP is a major program that we are not very 
familiar with so this will be useful in the development of our knowledge library. Risk 
assessment will also be a topic of this discussion period along with the most recent 
threats posed to computer security. 
[9:45-11] 
2.4: Security Solutions for Wireless and Mobile Networks 
This session will go over new technology for networks and PCs as well as strategies 
and tools to lower the threats as well as how to evaluate vulnerabilities. Case studies 
will also be reviewed along with a number of other topics including security gaps and 
standards. This will reinforce our knowledge and assist in bringing what we know up 
to date with the newest available technology and strategy. 
[9:45-11] 
 
Compliance Roadmap: Enable Compliance Through Proactive Identity and Access 
Management Strategies 
This section will further our perspective on computer security management positions 
as it is targeted to that group. Laws and regulations as discussed and threats expanded 
upon regarding managing infrastructures and documentation as well as other 
concepts. 
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[10-12] 
 
1-5: The Expanding Insider Threat and Latest Mitigation Strategies 
Intrusion Detection is once again mentioned and this talk provides us with another 
ample opportunity to develop our knowledge on this popular KSA that was used in 
the OPM report. Policy enforcement is also very important and is discussed in this 
session along with preventative measures. 
[11:15-12] 
 
2.5: Best Practices for Incident Assessment and Emergency Response 
Incident response and incident response teams are discussed in this section as well as 
a known emergency response team called CERT. This discussion will help us in this 
somewhat unfamiliar/unstudied concept of actual response teams. Policies, 
Procedures and Processes will also be discussed along with the advantages of 
partnerships. 
[11:15-12:30] 
 
1-6: Trusted Information Sharing: HSPD-12 Experience and Expectations 
Identity management concerning the sharing of information is discussed in this part. 
HSPD is also discussed in detail. 
[2:30-3:45] 
 
2.6: New Perspectives on Effective Risk Management Strategies 
This discussion focuses strongly on the important topic of risk management in regards 
to information security, regulations, and program development and strategies. Risk 
Management is another major area that KSAs within computer security and 
information assurance revolve around so the level of importance is fairly high. 
[2:30-3:45] 
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1-7: New Security Horizons: IPv6 
This part of the conference discusses IPv6 compared to IPv4 and how to secure 
networks and applications. This may also be an application that has involvement in 
technical computer security/information assurance positions so the review on the 
impact of this variable may be useful to further our understanding of the tools used 
within the computer security world. 
[4-5] 
 
2.7: Convergence of Physical and Cyber Security: Considerations and Opportunities 
This conference talks about new technologies; this is important because adapting to 
new technologies is a skill that employees working on computer security need. This 
conference also talks about access which is important because our team still is not 
sure whether or not access is focused around policy, technology or management 
based on variable email responses from SFS representatives. 
[4-5] 
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Appendix C: Critical Observer Form 
 
 
 
Thank you for helping E-Gov Institute evaluate the quality of its program. 
Please submit this form within one week of the event to Suzanne@e-gov.com. 
 
 
Your Name: Event:  Security 2006 
 
Session No:  Room:  
 
Your email (if we have questions):  
 
List the speakers in order, identify their role and evaluate presentation skills: 
 
Speaker Presentation Skills Slide Quality 
Name    Role Excellent Very 
Good 
Good Fair Poor Content Format 
1.         
2.         
3.         
4.         
5.         
 
Presentation format [lecture(s), panel discussion w/moderator, case study, 
other]: 
 
Seating [school room style w/tables, theatre style, mixed, other]: 
 
Approximate number of attendees:   
 
Specific comments regarding speakers: 
1.  
2.  
3.  
4.  
5.  
 
Overall description of session content: 
 
  
Did session match description? If not, how did it differ? 
 
 
Was the audience engaged? 
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Were there many questions (quantify if possible)? Were speakers able to 
answer questions? 
 
 
Do you feel this session was appropriate for most of the audience? 
 
 
Did speaker(s) seem well prepared?  
 
 
Do you feel that any of the presentations were too commercial? 
 
 
Were there any technical difficulties with A/V equipment or sound system? 
 
 
Physical environment: (Too hot or cold; adequate seating; properly set for the activity, 
etc?): 
 
 
Other comments: 
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Appendix D: Timeline 
 
 
Task Prep Week 1 
Week 
2 
Week 
3 
Week 
4 
Week 
5 
Week 
6 
Week 
7 
Week 
8 
Proposal Created          
Research Universities          
Research Resumes of Graduates          
Appendix A          
Proposal Updated          
Interview Setup Questions          
Presentation Updated          
Update University Research          
Agency Research          
Briefing at OPM (11/1/2006)          
ICCC Meeting (11/1/2006)          
Presentation Given          
Proposal Updated (Intro, 
Methodology)          
Appendix A Updated          
Results          
Interview Update          
Interview E-mail to Focus Group 
(11/6/2006)          
Categorizing from Research 
Continues          
Methodology Update Due          
Executive Summary Due          
Categorizing from Research 
Continues          
Security Conference (2 days - 
11/15/2006 - 11/16/2006)          
Data Analysis and Grouping          
Interviewing Continues          
Appendix A Update Due          
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Results and Analysis Draft Due          
2 pg. Outline of Conclusions and 
Recommendations Due          
Interview Continues          
Data Analysis and Grouping          
Categorizing from Research 
Continues          
Matrix Construction          
Final Paper          
Results and Analysis Due          
Conclusions and 
Recommendations Draft Due          
Data Analysis and Grouping          
Matrix Construction Continues          
Final Paper Continues          
Data Analysis and Grouping          
Matrix Construction Completed          
Final Paper Draft Due          
Final Presentation          
Final Alterations          
Final Report Due          
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Appendix E: First Focus Group E-mail 
Subject: Federal Cyber Service: Scholarship for Service Program 
 
Dear _______, 
            We are a team of WPI interns working with the SFS program to improve the 
efficiency of the matching process between Federal agencies and graduating students. To 
do this, we are designing a matrix categorizing the types of positions that graduates of the 
SFS program may seek. Dr. Burley suggested that your input would be helpful in 
identifying the appropriate categories and subcategories. 
At Dr. Burley’s invitation, we attended the SFS Federal Agency HR briefing at 
OPM on Nov. 1. After listening to the comments of agency representatives at the meeting 
and our own prior research, we identified three major categories of positions: Technical, 
Management and Policy. 
1.   Do you agree with using these three broad categories as a starting point? 
2.   Within each of these headings, we will need your assistance in identifying 
subcategories: 
Technical (e.g. Forensics): 
  
  
Management: 
  
  
Policy: 
  
  
We have asked several members of the SFS community for their assistance in 
developing a comprehensive list of categories and subcategories. Once we have received 
your responses, we will formulate our matrix and distribute it for your feedback. We 
anticipate a structure as shown below in which universities and agencies can identify 
their focuses and needs. 
 Technical Policy Management 
 
T1 T2 T3 T4 P1 P2 P3 P4 M1 M2 M3 M4  
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  We appreciate your time and effort in this matter, and hope that the matrix we 
develop will prove useful. Please contact Dr. Burley or any one of us if you have 
questions about the project. Thank you, 
  
                                     Lynda Menard                              John Norton 
                                     lmenard@nsf.gov                         jnorton@nsf.gov 
                                    lmenard@wpi.edu                         johnjnx0@wpi.edu 
                                    James Medeiros                            Sean Townsend 
                                    jmedeiro@nsf.gov                        stownsen@nsf.gov 
                                   jimbo08@wpi.edu                        beatles1@wpi.edu  
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Appendix F: Second Focus Group E-mail 
Subject: Federal Cyber Service: Scholarship for Service Program 
 
Dear _______, 
Thank you very much for your response to our previous e-mail. Your response in 
addition to all others we received from the SFS community helped us to organize a 
comprehensive list of computer security categories and subcategories that will prove very 
useful towards our goal of improving the efficiency of the matching process. 
The structure of our list is a compromise between the structures of all of the 
responses that we received. This structure is in no way final and we are open to any 
suggestions you might have. 
Our first draft is below. Please review and provide feedback at your convenience. 
We hope to have all responses by Tuesday, November 28th at 5:00 PM so that we can 
move to the next step. We would very much appreciate if you could provide us with any 
advice to take to further refine our list. Do you think anything on our list is not important 
enough to be there? Do any of these knowledge, skills and abilities overlap with others? 
Should any of these knowledge, skills and abilities be combined into broader categories 
make the list more precise? 
  
Technical 
1)      Computer Security includes: 
⇒    Anti-virus Technology 
⇒    Computer Science 
⇒    Electrical Engineering 
⇒    System Security 
⇒    System Administration 
⇒    Database Administration 
⇒    Information Assurance 
⇒    Security Engineering 
⇒    Software Engineering 
⇒    Database Design 
⇒    Computer Specialization 
⇒    Software Architecture 
⇒    Secure Code and Coding Practice 
  
2)      Forensics includes: 
⇒    Forensics Investigation 
⇒    Forensics Analysis 
⇒    Internal Audit and Monitoring 
⇒    Access Control Systems and Models 
  
3)      Network Security includes: 
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⇒    Website Security 
⇒    Network Testing 
⇒    Data/Telecommunications Security 
  
4)      Intrusion Detection includes: 
⇒    Penetration Testing 
⇒    Public Key Infrastructure 
  
5)      Cryptology 
  
Management 
1)      Administrative includes: 
⇒    Physical Security 
⇒    Identity Management 
⇒    Contracting Officer Staff 
⇒    Certification and Accreditation 
⇒    Compliance 
  
2)      Business includes: 
⇒    Risk Management 
⇒    Business Continuity Planning 
                                                                           i.      Disaster Recovery Planning 
                                                                         ii.      Continuity of Operations Planning 
                                                                        iii.      Risk, Threat Models 
                                                                       iv.      Response and Incident Recovery Analysis 
  
3)      Personnel Management includes: 
⇒    Technical Representation 
⇒    Official Technical Representation 
⇒    Duties of Inspector General 
⇒    Auditing 
  
4)      Program Development/ Maintenance includes: 
⇒    IT Contingency Planning 
⇒    Engineering Management 
⇒    Applications and Systems Development Life Cycle Security 
⇒    Enterprise-wide Information Assurance Management 
⇒    Operations Security 
  
Policy 
1)      Legal and Ethical Issues includes: 
⇒    Regulatory Compliance 
⇒    Ethics 
⇒    Public Policy 
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⇒    Security Standards Guidelines and Criteria 
⇒    Government Regulations, Public Law 
  
2)      Security Policy includes: 
⇒    Setting Technology-related Security Policies 
⇒    Setting Behavior-related Security Policies 
  
3)      Cybercrime 
  
4)       Authentication 
  
  
  
  If you have any other questions please feel free to send a response to Dr. Burley 
or any one of us. Thank you. 
  
 Lynda Menard                              John Norton 
                                     lmenard@nsf.gov                         jnorton@nsf.gov 
                                     James Medeiros                           Sean Townsend 
                                     jmedeiro@nsf.gov                        stownsen@nsf.gov 
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Appendix G: Further Subsections of Subcategories 
 
Technical 
1)      Computer Security includes: 
⇒    Anti-virus Technology 
⇒    Computer Science 
⇒    Electrical Engineering 
⇒    System Security 
⇒    System Administration 
⇒    Database Administration 
⇒    Information Assurance 
⇒    Security Engineering 
⇒    Software Engineering 
⇒    Database Design 
⇒    Computer Specialization 
⇒    Software Architecture 
⇒    Secure Code and Coding Practice 
  
2)      Forensics includes: 
⇒    Forensics Investigation 
⇒    Forensics Analysis 
⇒    Internal Audit and Monitoring 
⇒    Access Control Systems and Models 
  
3)      Network Security includes: 
⇒    Website Security 
⇒    Network Testing 
⇒    Data/Telecommunications Security 
  
4)      Intrusion Detection includes: 
⇒    Penetration Testing 
⇒    Public Key Infrastructure 
  
Management 
1)      Administrative includes: 
⇒    Physical Security 
⇒    Identity Management 
⇒    Contracting Officer Staff 
⇒    Certification and Accreditation 
⇒    Compliance 
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2)      Business includes: 
⇒    Risk Management 
⇒    Business Continuity Planning 
                                                                           i.      Disaster Recovery Planning 
                                                                         ii.      Continuity of Operations Planning 
                                                                        iii.      Risk, Threat Models 
                                                                       iv.      Response and Incident Recovery Analysis 
  
3)      Personnel Management includes: 
⇒    Technical Representation 
⇒    Official Technical Representation 
⇒    Duties of Inspector General 
⇒    Auditing 
  
4)      Program Development/ Maintenance includes: 
⇒    IT Contingency Planning 
⇒    Engineering Management 
⇒    Applications and Systems Development Life Cycle Security 
⇒    Enterprise-wide Information Assurance Management 
⇒    Operations Security 
  
Policy 
1)      Legal and Ethical Issues includes: 
⇒    Regulatory Compliance 
⇒    Ethics 
⇒    Public Policy 
⇒    Security Standards Guidelines and Criteria 
⇒    Government Regulations, Public Law 
  
2)      Security Policy includes: 
⇒    Setting Technology-related Security Policies 
⇒    Setting Behavior-related Security Policies 
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Appendix H: Agency Research 
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Appendix I: University Research 
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Appendix J: Resume Research 
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Appendix K: Final Presentation Slides  
National Science Foundation: Cyber Service 
Program Analysis
James Medeiros
Lynda Menard
John Norton
Sean Townsend
• Computer Security and Information 
Assurance are important to defense of the 
United States
• There is a great demand for well-trained 
computer security and information 
assurance graduates
• The SFS program helps promote well-
trained workforce for Federal agencies
Cyber Security is Vital
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• SFS graduates must spend two 
years working at a Federal agency
• SFS students find it difficult to 
know what Federal agency jobs to 
apply for
• KSA language inconsistency 
hinders the matching process
SFS Job Search Difficulties
 
Mission Statement
The purpose of this study is to 
improve the efficiency of the 
matching process between 
government agencies and 
graduates participating in the 
National Science Foundation’s 
Scholarship for Service (SFS) 
program.
 
 128 
 
Objectives
1.Assemble an inventory of KSAs.
2.Define KSA categories and 
subcategories.
3.Develop a consensus on the categories 
within the SFS community.
4.Develop a matrix structure to 
demonstrate concentration 
comparisons relating to academia and 
agencies.
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Consensus Reached!
Technical
Computer Security
Network Security
Intrusion Detection
Forensics
Cryptology
Managerial
Administration
Business
Personnel Management
Program Development /
Maintenance
Policy-Related
Legal and Ethical Issues
Security Policy
Cybercrime
Authentication
 
The Matrix
The matrix is a mechanism for SFS 
participants to relay what they need
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Findings
• The language & terminology is not 
universal
• Consensus can be developed on broad 
categories and subcategories of KSAs
• Matching can be made easier through a 
common frame of reference
 
Matrix
•Population & distribution of the 
matrix framework 
•Additional levels of subcategories, 
perhaps to the level of individual 
KSAs 
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Language Inconsistency
• SFS students, PIs & Federal 
agencies need to have a 
consistent terminology.
• Literature distribution raising 
awareness & knowledge 
 
Seminars & Workshops
• Cover topics important to agencies that cannot 
be addressed in regular coursework
• Seminar program for PIs and SFS students
• Certification body representatives can relay 
their professional experience
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Standardization
• University language varies greatly, not 
expected to change
• PIs can relay Federal agency job KSAs to 
students
• Resume consistency is not as large a 
problem but could be promoted more
 
Next Steps
• January SFS job fair
• Agency representatives attending
• Meeting for all SFS Principal 
Investigators
• Ideas for summer seminar
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A Special Thanks to…
Dr. Burley   Prof. Lucht   Prof. Hansen
 
 134 
References 
 
National Security Agency/Central Security Service. (2006). Centers of Academic 
Excellence. http://www.nsa.gov/ia/academia/caeiae.cfm?MenuID=10.3.2.4 
CNSS. (2006). History. http://www.cnss.gov/history.html 
Computer Security and Information Assurance (Electronic version). (2004). Norwich 
University. Retrieved September 9, 2006, from 
http://www.norwich.edu/academics/business/informationassurancecurriculum.htm
l 
Crowley, E. (2003). Information System Security Curricula Development. CITC4 ’03, 
249-255. 
Federal Cyber Service: Scholarship for Service (2006). National Science Foundation. 
Retrieved September 1, 2006, from 
http://www.nsf.gov/pubs/2006/nsf06507/nsf06507.htm 
Information Systems Engineering Major. West Point Academy. Retrieved September 9, 
2006, from http://www.dean.usma.edu/sebpublic/curriccat/static/index.htm 
Irvine, C. E., & Shiu-Kai, C., & Frincke, D. (1998). Integrating Security Into the 
Curriculum (Electronic Version). Computer. 31(12), 25-30. Retrieved September 
9, 2006, from 
http://ieeexplore.ieee.org/iel4/2/15845/00735847.pdf?isnumber=&arnumber=735
847 
Kudrick, T. A., & Kemp, C. F., & Schay, B. W. (2006). The Federal Cyber Service: 
Scholarship for Service Program Needs Analysis Report. Washington D.C.: U.S. 
Office of Personnel Management. 
Logan, Patricia Y. (2002). Crafting an Undergraduate Information Security Emphasis 
Within Information Technology. Journal of Information Systems Education, 
13(3), 177-182. 
National Security Agency/Central Security Service. (2006). 
Norwich University. (2006). Norwich University. http://www.norwich.edu/ 
Paulson, L. D. (2002). Wanted: More Network-Security Graduates and Research. 
Computer, February 2002, 22-24. 
 135 
Piotrowski, Victor. Information Assurance Curricula and Certifications. University of 
Wisconsin-Superior. 
Schepens, W. J., & Ragsdale, D. J., & Surdu, J. R., & Schafer, J. (2002). The Cyber 
Defense Exercise: an Evaluation of the Effectiveness of Information Assurance 
Education. Journal of Information Security. 1. Retrieved September 9, 2006, from 
http://www.blackhat.com/presentations/bh-Federal-03/bh-fed-03-
dodge.pdf#search=%22%22cyber%20defense%20exercise%22%22   
Sheppard, Eric J. (2000). What's DUE. Computer Applications in Engineering Education. 
8, 43-50. 
Spafford, E. (2000). One View of A Critical National Need: Support for Information 
Security Education and Research. Purdue University. Retrieved September 3, 
2006 from http://homes.cerias.purdue.edu/~spaf/usgov/edu.html 
Steele, G. C., & Stojkovic, V., & Zaveri, J. S. (2004). An Information System Security 
Course for the Undergraduate Information Systems Curriculum. Information 
Systems Education Journal, 2(3), 1-14. 
Student Placement Issues: Exploration of the Solution Space (2003). Federal Cyber 
Service: Scholarship for Service. National Science Foundation. Retrieved 
September 1, 2006, from http://www.nsf.gov/pubs/2004/nsf04008/nsf04008.pdf 
Taylor, Carol (2005). The Need for Information Assurance Curriculum Standards. 67-74.  
Vaughn, R. B., & Borggess III, J. E. (1999). Integration of Computer Security Into the 
Software Engineering and Computer Science Programs. Journal of Systems and 
Software. 49, 149-153. Retrieved September 9, 2006, from 
http://www.sciencedirect.com/science?_ob=MImg&_imagekey=B6V0N-
3Y3PWTH-6-
1&_cdi=5651&_user=74021&_orig=search&_coverDate=12%2F30%2F1999&_s
k=999509997&view=c&_alid=446678996&_rdoc=2&wchp=dGLbVlb-
zSkzS&md5=e1ec21d431787c4c688d7e1d01009527&ie=/sdarticle.pdf 
Welch, D., & Ragsdale, D., & Schepens, W. (2002). Training for Information Assurance. 
Computer. 35(4), 30-37. Retrieved September 9, 2006, from 
http://ieeexplore.ieee.org/iel5/2/21439/00993768.pdf?tp=&arnumber=993768&is
number=21439 
 136 
Yasinsac, Alec (2002). Information Security Curricula in Computer Science Department: 
Practice and Theory. The George Washington University Journal of Information 
Security. 1. Retrieved September 1, 2006, from 
http://www.cs.fsu.edu/~yasinsac/Papers/Yas01b.pdf#search=%22yasinsac%20inf
ormation%20security%22 
Yurcik, W., & Doss, D. (2000). Information Security Educational Initiatives to Protect E-
Commerce and Critical National Infrastructures. The Proceedings of ISECON, 17, 
1-6. 
 
